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Certified Ethical Hacker (CEH)- “Provides the advanced hacking tools and techniques used by
hackers and information security practitioners alike to break into an organization” (Certified
Ethical Hacking Certification homepage, 2017).
Certified Information Security Manager (CISM)- “Promotes international security practices and
recognizes the individual who manages, designs and oversees and assesses an enterprise’s
information security” (CISM homepage).
Certification program- “All certifications have the same purpose - to credential a holder - to act
as a common verification tool to test and certify the abilities of a person in a particular area”
(Schlichting, & Mason, 2004, p.158).
Certified Information Systems Security Professional (CISSP)- For industry practitioners, the
information assurance certification of choice is the Certified Information Systems Security
Professional (CISSP) designation. To become a CISSP, a candidate must have five years of
experience in the information security field or four years plus a college degree, pass an examination
covering the 10 domains of the CISSP Common Body of Knowledge (CBK), and be endorsed by
a current CISSP holder. The information is from ISC (2) Education and Certification ISC (2), 2009.
Competency- “A personal competency is an ever-evolving accumulation of related capabilities
that facilitate learning and other forms of goal attainment” (Redding, 2014, p.3).
Competency- “The Department of Labor’s Employment and Training Administration defines a
competency as the capability of applying or using knowledge, skills, abilities, behaviors, and
personal characteristics to successfully perform critical work tasks, specific functions, or operate
in each role or position” (Department of Labor, 2017).
CompTIA Security+- “the certification globally trusted to validate foundational, vendor-neutral
IT security knowledge and skills. As a benchmark for best practices in IT security, this certification
covers the essential principles for network security and risk management – making it an important
stepping stone of an IT security career” (CompTIA Security+ home page, 2017).
Curriculum- Assessment tools and techniques used to develop, teach, and educate competencies
Cybersecurity- Merriam-Webster dictionary describes cybersecurity as “measures taken to protect
a computer or computer system (as on the Internet) against unauthorized access or attack.”
Department of Homeland Security (DHS)- A governmental division with a “vital mission to
secure the nation from the many threats” (Official website of the Department of Homeland Security)
faced by the Unites States of America.
Efficient learning- Developing competent individuals utilizing the correct balance of effort, time,
and cost

xiii
Essential Body of Knowledge (EBK)- A Competency and Functional Framework for IT Security
Workforce Development.
Global Information Assurance Certification (GIAC) Security Essentials- “Candidates are
required to demonstrate an understanding of information security beyond simple technology and
concepts”
Graduate education- “Graduate level education is the process of learning specialized knowledge
about a field or discipline” (Reference.com)
Information assurance- The National Security Agency defines information assurance (IA) as
“The protection of information systems against unauthorized access to, or modification of,
information, whether in storage, processing or transit, and protection against the denial of service
to authorized users, including those measures necessary to detect, document, and counter such
threats” (National Security Agency, 2009a).
Information Technology (IT)- Merriam Webster’s definition of IT is “the technology involving
the development, maintenance, and use of computer systems, software, and networks for the
processing and distribution of data.”
Standard- The Merriam-Webster dictionary defines this word as “something established by
authority, custom, or general consent as a model or “something set up and established by authority
as a rule for the measure of quantity, weight, extent, value, or quality.”
Under-graduate education- “An undergraduate degree is an informal term for a college program
where students take undergraduate level courses. Undergraduate courses are classes taken prior to
a graduate or professional degree program” (Reference.com).
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ABSTRACT

Author: Poe, La’Reshia, D. MS
Institution: Purdue University
Degree Received: August 2018
Title: The Development of Information Assurance and Cyber Security Competencies
Committee Chair: Kevin Dittman
Information assurance and cybersecurity has become a critical element in the daily lives of almost
every individual and organization across the globe. To be able to protect Personal Identity
Information (PII), Intellectual Property (IP) and organizational trademarks requires producing
more cybersecurity practitioners. The problem being addressed by this study is the identification
of comprehensive competency levels for information assurance and cybersecurity practitioners is
unknown. This research created definitions for three levels of cybersecurity practitioners that can
be utilized by government, industry and academia individuals and organizations.

14 core

competencies for cybersecurity practitioners were identified and defined. The Qualtrics survey
was distributed through email by sending a link to survey participants. To obtain the opinions of
the government the survey was distributed to the United States Army Information Technology and
Security community and the Department of Homeland Security (DHS) Office of Technology. To
gain insight from the academia community the survey was distributed to the Purdue community
and affiliates of the Center for Education and Research in Information Assurance and Security
(CERIAS) and the Department of Computer and Information Technology. For input from the
industry the following Information Assurance and Security departments of the following
companies received the survey: Lockheed Martin Cybersecurity, Cook Medical, RSA Security,
LLC., Dell, Cisco, SAP Software Solutions, and Business Applications and Technology. The data
was analyzed using SPSS a statistical software package available to Purdue faculty, staff, and
students.

Overall there were 61 government participants, 27 industry participants, and 13

academia participants. The one-way ANOVA test for all the government, industry and academia
practitioners yielded many significant findings. Some of the most important competencies that
spanned across all affiliations and levels were Access Control and Incident Management and
Response. This research aimed to identify a broad list of competencies that could be used to design
training, curriculum, and certification courses for cybersecurity practitioners.
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INTRODUCTION

Information assurance and cybersecurity has become a critical element in the daily lives of
almost every individual and organization across the globe. To be able to protect Personal Identity
Information (PII), Intellectual Property (IP) and organizational trademarks requires more
cybersecurity practitioners. The sophistication levels of these threats continue to increase. To
grow individuals in this profession an analysis of information assurance and cybersecurity
competencies is necessitated to increase training efficiency. This requires identifying the most
critical competencies from government, industry, and academia.
Prior research has developed numerous competency lists, concepts, methods, and
techniques to educate cybersecurity practitioners. However, previous research has focused on one
association. This study analyzed historical competency lists, knowledge, and skills developed by
academia, government, and industry to formulate three comprehensive competency lists for three
levels of cybersecurity practitioners that can be applied to educate and train government, industry,
and academia professionals. These three levels are composed of “entry level, mid-level and seniorlevel” (Morneau, p.29) practitioners.

In addition, these competency lists incorporated

characteristics from the Department of Defense (DoD) Approved 8570 Baseline Certifications,
industry certification training and academia curriculum developments. All of these levels
integrated several historical academia concepts and models to include: the “application (Bloom,
1956, p.20), and synthesis” (Bloom, 1956, p.21) concepts, and the “declarative knowledge”
originally created by Gagne in 1979. Dark and Davis (2002) combined these three concepts to
produce an undergraduate knowledge and skills list. Characteristics from this list was considered
when developing the comprehensive competency lists. This list utilized the “practical, specialist
and generic” approach created to formulate a post graduate educational design (Armstrong &
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Jayaratna, 2002, p.250). The most critical commonalities amongst the government, industry and
academia concepts was combined and used to develop three comprehensive competency lists for
senior, mid and entry level of information assurance and cybersecurity practitioners.

1.1

Research Questions

1. What critical information assurance and cybersecurity competencies have been identified by
the government, industry, and academia?
2. What information assurance and cybersecurity competencies from the government, industry,
and academia can be applied across all associations?
1.2

Problem

There is a lack of commonly identified information assurance and cybersecurity core
competencies across government, industry, and academia. “Unlike more mature disciplines, such
as Computer Science and Computer Engineering, there is neither a universally accepted Common
Body of Information Systems Security Knowledge (CBK)” (Crowley, 2003, p.249). Companies
continue to flood the market with innovative devices, but most fail to address training and
educational security issues.
Still, these issues can be prevented and mitigated by cybersecurity practitioners.
Unfortunately, there are no standardized references as to what competencies, knowledge, skills
and abilities information assurance and cybersecurity practitioners should possess.
Since cybersecurity is a relatively new field, there is no common lexicon or
framework for understanding and defining cyber workforce job descriptions. A
common lexicon is necessary to assess the true state of the cyber workforce and to
model its proper growth (Kay, Pudas, & Young, B, 2012, p.5).
Numerous research studies have been conducted to identify information assurance and
cybersecurity skills, knowledge, concepts, and curriculum. However, most models consider the
training and education for this field from a single specific angle: operational, strategic, or technical.
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Moreover, cyber-threats are increasing at an alarming rate and the need for cybersecurity
practitioners will continue to grow at alarming rates. The 2015 Apollo Education group study
expects the “global cybersecurity job growth to increase by 1.3 million new jobs by 2019” (Apollo
Education Group, 2015, p. 2). Although the government, industry and academia have developed
numerous techniques, strategies, frameworks, and curriculum there are still no standardized
concepts that can be applied to this profession holistically.
Department of Defense (DOD), Department of Homeland Security (DHS), and
other Federal agencies have taken steps to define the roles and responsibilities of
the government’s cyber workforce, but there is no current and universally agreed
upon framework (Kay, Pudas, & Young, B, 2012, p.2).
This inability to identify core competencies for cybersecurity practitioners has created large
workforce gaps that will continue to worsen as technological advances expand.
This creates issues with reducing international cyber-attacks and building the
cyber-security professional force. “There is a recognized international shortage of
cyber security practitioners” (Fourie, L., Pang, S., Kingston, T., Hettema, H.,
Watters, P., & Sarrafzadeh, H. 2014, p.175).
There are currently too many different competencies being utilized amongst government,
industry, and academia to determine the key competencies for information assurance and
cybersecurity practitioners. The identification of cybersecurity competencies, knowledge, and
skills for various levels of practitioners will improve the occupation’s competency levels and assist
with decreasing network vulnerabilities and increasing the number of cybersecurity practitioners
in the workforce.

1.3

Purpose

This study identified 14 core competencies required for senior, mid and entry level government,
industry, and academia information assurance and cybersecurity practitioners.
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1.4

Thesis Deliverables

This thesis did the following:
•

Created definitions for three levels of government, industry and academia information
assurance and cybersecurity practitioners at the senior, mid and entry level

•

Identified government, industry and academia information assurance and cybersecurity core
competencies

•

Created definitions for 14 core information assurance and cybersecurity competencies that
span across government, industry, and academia

Definitions of the senior, mid, and entry level information assurance and cybersecurity
practitioners:
1. Senior Level
a. Information Assurance System Architect and Engineer Levels, I, II, and III (government)
b. Strategic (industry)
c. Researcher/master’s degree (academia)
2. Mid-Level
a. Information Assurance Manager Levels I, II, and III (government)
b. Managerial (industry)
c. Technologists/ bachelor’s degree (academia)
3. Entry Level
a. Information Assurance Technical Levels I, II, and III (government)
b. Operational (industry)
c. Technicians/Associate degree (academia)
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Increasing Specialization in
Cybersecurity

INFORMATION ASSURANCE SYSTEM
Senior Level
ARCHITECT AND ENGINEER LEVELS I, II, III
STRATEGIC/CHIEF INFORMATION SECURITY OFFICER
RESEARCHER (MASTERS DEGREE)
INFORMATION ASSURANCE MANAGER LEVELS I, II, III
MANAGERIAL/SENIOR SECURITY ARCHITECT
TECHNOLOGIST (BACHELORS DEGREE)
INFORMATION ASSURANCE TECHNICAL LEVELS I, II, III
OPERATIONAL/ENTRY LEVEL CYBERSECURITY

Mid-level

Entry Level

PRACTITIONER

TECHNICIAN (ASSOCIATES DEGREE)
Association
Government
Industry
Academia

Color

Levels
Senior Level
Mid-Level
Entry Level

Years of Experience
7 years or more
3-7 years
0-3 years
15

Figure 1: Information Assurance and Cybersecurity Competency Levels. This figure depicts the
titles of government, industry and academia practitioner information assurance and cybersecurity
professional titles that was combined to formulate a collaborative definition for each competency
level.
Cybersecurity practitioner’s levels defined:
1. Senior Level Definition Formulation
a. Sample information from the Department of Homeland Security (DHS) Essential Body of
Knowledge (EBK) identifies some of the most senior levels for Information Security roles
as Chief Information Officer (CIO), and Information Security Officer/Chief Security
Officer (ISO/CSO). Elements from the role definitions of these senior practitioners were
combined with the Department of Defense (DoD) Information Assurance System Architect
and Engineer (IASAE) Levels I, II and III to define the government information assurance
and cybersecurity practitioner senior level roles. In addition, Chapter 25 of The Cyber Risk
Handbook (Hale & Antonucci, 2017) was used to formulate the senior level definition from
the industry’s perspective. Here the author’s highlight the technical and non-technical
focus areas that Chief Information Security Officers (CISO) should possess. As well as
Crowley’s (2003) work, the Information System Security Curricula Development he
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identifies three “potential student career paths: practitioner, managers/planners, and
auditor/investigator” (p.250). For the inclusion of academia, the definition from Crowley’s
description of managers/planners will be used to formulate a description that aligns
academia with the government and industry information assurance and cybersecurity
practitioner senior level leader definition. These individuals should have 7 years or more
of work experience in the Information Assurance (IA) or cybersecurity area. The work
experience number of years was formulated by using the work experience years of the
Department of Defense (DoD) 8570.01M Information Assurance (IA) Workforce
Improvement Program. To be considered an Information Assurance Technical Level (IAT)
III an individual must have 7 years of experience in Information Assurance (IA) technology
or a similar area. To be considered an Information Assurance Manager (IAM) Level III an
individual must have at least ten years of management experience. As well as for an
Information Assurance System Architect and Engineer (IASAE) Level III position requires
ten years of Information Assurance System Architect and Engineer (IASAE) specific
experience.
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Information Assurance and
Cybersecurity
Government Definition concepts

Department of Homeland Security
(DHS) Essential Book of
Knowledge (EBK)/Department of
Defense (DoD) Approved 8570
Information Assurance System
Architect and Engineer (IASAE)
Level I, II, III

Information Assurance and
Cybersecurity Industry definition
concepts

Hale & Antonucci 2017 The Cyber
Risk Handbook

Information Assurance and
Cybersecurity Academia
Definition Concepts

Crowley 2003 Information System
Security Curricula Development

Information Assurance and
Cybersecurity concepts used to
develop Senior Level definition
Government: Develops and
manages information security
strategy, corporate policy and
compliance; Develops and
enforces security policy and
procedures; Develops and
evaluates the Design and
management of security awareness
programs;
Industry: Strategic/global thinker;
Communicates and influences
senior management; Specializes in
risk management, application
security, and incident response;
Aligns security strategy with goals
and priorities of the organization;
Develops and implements security
policies and procedures
Academia: Responsible for
enterprise wide security planning
& operations

Figure 2: Senior Level Definition Formulation Figure. This figure highlights the existing
frameworks and concepts that were used from government, industry, and academia to formulate
the definition for the information assurance and cybersecurity senior level practitioner.
2. Senior Level definition
a. Senior level practitioners and professionals design, develop, manage, and evaluate
information assurance and cybersecurity strategy while aligning these policies and
procedures with organizational goals.
b. These individuals should have 7 years or more of Information Assurance (IA) experience
and possess technical and non-technical competencies, knowledge, skills, and abilities that
include but are not limited to:
i. Developing and enforcing security policy and procedures
ii. Developing and evaluating the design and management of security awareness
programs
iii. Ability to communicate information assurance and cyber security strategy to influence
organizational senior and operational managers
3. Mid-Level Definition Formulation
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a. Samples of the Department of Homeland Security (DHS) Essential Body of Knowledge
(EBK) identifies additional practitioner duty titles and definitions. The mid-level
definition was formulated using sample information from the Essential Book of
Knowledge (EBK) roles of: Information Security Compliance Professional and
Procurement Professional. These definitions were combined with the Department of
Defense (DoD) Information Assurance Manager Levels (IAM) I, II, and III definitions.
To align these governmental elements with the industry the certification exam target
audiences, objectives and outcomes were analyzed and combined with governmental
definitions and concepts. Finally, Crowley’s (2003) simple definition of “practitioner:
ability to manage enterprise security” (p.250) was utilized to align the academia definition
with the government and industry information assurance and cybersecurity senior level
leader definition. These individuals should have 3 to 7 years or more of management
experience in the Information Assurance (IA) or cybersecurity area. The work experience
number of years was formulated by using the work experience years of the Department of
Defense (DoD) 8570.01M Information Assurance (IA) Workforce Improvement Program.
To be considered an Information Assurance Technical Level (IAT) II an individual must
have at least 3 years of experience in Information Assurance(IA) technology or a similar
area. To be considered an Information Assurance Manager (IAM) Level II an individual
must have at least 5 years of management experience. As well as for an Information
Assurance System Architect and Engineer (IASAE) Level II position requires 5 years of
Information Assurance System Architect and Engineer (IASAE) specific experience.
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Information Assurance and
Cybersecurity
Government Definition concepts

Department of Homeland Security
(DHS) Essential Book of
Knowledge (EBK)/Department of
Defense (DoD) Approved 8570
Information Assurance Manager
(IAM) Levels I, II, III

Information Assurance and
Cybersecurity Industry definition
concepts

International Information System
Security Certification Consortium
Inc. (ISC2) Certified
Authorization Professional
(CAP);Global Information
Assurance Certification (GIAC)
Security Leadership Certification
(GSLC), or Security + CE

Information Assurance and
Cybersecurity Academia
Definition Concepts

Crowley 2003 Information System
Security Curricula Development

Information Assurance and
Cybersecurity concepts used to
develop Senior Level definition
Government: Oversees, evaluates
and supports security internal and
external security compliance
issues; Leads and conducts
internal compliance standards and
policies and procedures;
Purchases or negotiates secure
contracts
Industry: Manages information
security incident change, handling
and remediation activities;
Performs common threat and
malware analysis, response and
mitigation techniques;
Understands applicable legal
regulations, policies, law and
additional security requirements;
Manages and determines the
acceptability of risk
Academia: Manages enterprise
security

Figure 3: Mid-Level Definition Formulation Figure. This figure highlights the existing frameworks
and concepts that were used from government, industry, and academia to formulate the definition
for the information assurance and cybersecurity mid-level practitioner.
4. Mid-Level Definition
a. Mid-level practitioners and professionals oversee, evaluate, and support security internal
and external compliance issues. These practitioners manage information security incidents
and apply the appropriate regulations, policies, and law to determine risk acceptability.
b. These individuals should have 3 to 7 years of Information Assurance (IA) management
experience and possess technical and non-technical competencies, knowledge, skills, and
abilities that include but are not limited to:
i. Oversee, conduct, and evaluate security compliance internal and external policies and
procedures
ii. Manage information security incidents change, handling, and remediation activities
iii. Ability to understand and apply applicable legal regulations, policies, law, and
additional security requirements.
5. Entry Level Definition Formulation
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a. To develop the definition of the entry level cybersecurity practitioner the Department of
Defense (DoD) Information Assurance Technical Levels (IAT) I, II, and III definitions
were used as baseline. These Information Assurance Technical (IAT) levels were used
because entry level practitioners necessitate frequent direct physical contact with the digital
equipment that requires security. These definitions were combined with the Department
of Homeland Security (DHS) Essential Body of Knowledge (EBK) definitions. A sample
of the Department of Homeland Security (DHS) Essential Body of Knowledge (EBK)
identifies additional practitioner duty titles and definitions. The entry level definition was
formulated using sample information from the Essential Book of Knowledge (EBK) roles
of: Digital Forensics Professional, Information Technology (IT) Systems Operations and
Maintenance Professional, Information Technology (IT) Security Professional and
Physical Security Professional. To align these governmental elements with the industry
the Information Assurance Technical (IAT) Levels I, II, and III certification exam target
audiences, objectives and outcomes were analyzed and combined with governmental
definitions

and

concepts.

Finally,

Crowley’s

(2003)

simple

definition

of

“Auditor/Investigator: Audit computing systems or facilitates law enforcement” (p.250)
was utilized to align the academia definition with the government and industry information
assurance and cybersecurity entry level definition. As well as, Miloslavskaya & Tolstoy
(2016) notes “When hiring an entry level practitioner, it is required to provide some
mechanism to increase this level (like training at the workplace under the supervision of
experienced staff members)” (p.85). These individuals should have 0 to 3 years of
experience. The work experience number of years was formulated by using the work
experience years of the Department of Defense (DoD) 8570.01M Information Assurance
(IA) Workforce Improvement Program. To be considered an Information Assurance
Technical Level (IAT) I an individual must have 0 to 5 years of experience in Information
Assurance(IA) technology or a similar area. To be considered an Information Assurance
Manager (IAM) Level I an individual must have 0-5 years of management experience. As
well as for an Information Assurance System Architect and Engineer (IASAE) Level I
position requires 0 years of experience.
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Information Assurance and
Cybersecurity
Government Definition concepts

Information Assurance and
Cybersecurity Industry definition
concepts

Department of Homeland Security
(DHS) Essential Book of
Knowledge (EBK)
Department of Defense (DoD)
Approved 8570 Information
Assurance Technical (IAT) Levels
I, II, III

CompTIA A+ CE, CCNASecurity, CompTIA Network+
CE, ISC2 SSCP, CSA+, GICSP,
GSEC, CCNP, CISA, GCED,
GCIH certifications

Crowley 2003 Information System
Security Curricula Development
Information Assurance and
Cybersecurity Academia
Definition Concepts

Miloslavskaya & Tolstoy 2016
State-level views on professional
competencies in the field of IoT
and cloud information security

Information Assurance and
Cybersecurity concepts used to
develop Senior Level definition
Government: Detects, reports, and
Mitigates
Industry: Manages information
security incident change, handling
and remediation activities;
Performs common threat and
malware analysis, response and
mitigation techniques;
Understands applicable legal
regulations, policies, law and
additional security requirements;
Manages and determines the
acceptability of risk
Academia: Manages enterprise
security

Figure 4: Entry Level Definition Formulation Figure. This figure highlights the existing
frameworks and concepts that were used from government, industry, and academia to formulate
the definition for the information assurance and cybersecurity entry level practitioner.
6. Entry Level Definition
a. Entry level practitioners and professionals detect, report, and mitigate information
security incidents. These practitioners possess analytical skills to detect and respond to
information security threats. As well as perform information security audits.
b. These individuals should have 0-3 years of experience and possess technical and nontechnical competencies, knowledge, skills, and abilities that include but are not limited
to:
i.
ii.
iii.
iv.
v.

Implement access controls
Ability to identify and determine legal actions for security incidents
Protect physical computer systems from digital and environmental hazards
Install, configure, monitor, and troubleshoot threat detection tools
Perform penetration testing
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1.5

Background and Significance

Cyber-criminals have been exploiting private information for more than 29 years. The
rise of computer breaches has drastically increased over the years and show no signs of
decreasing. Cyber-attacks have drastically surged from 1988-2017. Hackers target all types of
organizations: hospitals, commercial organizations, educational institutions, insurance companies
and the government are all vulnerable to these types of threats.
Computers had been prevalent in society for a long time prior to the first recognizable
cybercrime. One of the first discovered cyber-attacks on the Internet was conducted by a man
named Robert Morris. Robert was curious about the depth and details of the Internet, so he
released the “Morris worm” to gauge the Internet’s capabilities and vulnerabilities. “He
subsequently became the first person to be convicted under the ‘US' computer fraud and abuse
act. He now works as a professor at MIT” (Panetta, 2017, p.1). This type of criminal activity
would become more common and continue to grow over the next two decades.
Moreover, the economic impact associated with data breaches are reprehensible. In
2015, the estimated net national loss for stolen information was over 1 billion dollars (Szoldra,
2015, p.1). The numbers more than tripled in a single year. This figure climbed to over $ 3
trillion in 2016 (Morgan, 2016, p.1) and is estimated to increase to over $6 trillion by 2021
(Cybersecurity Ventures, 2017). The amount of money that is loss due these types of breaches
must not continue, businesses will not be able to sustain revenue and continue to support the
economy with these types of expenditures.
Furthermore, cyber hazards threaten personal information, national security, and the rights
associated with intellectual property worldwide. Security attacks endanger interpersonal
information such as credit card numbers, bank account information and medical records which are
seized daily. Cybercrime could eventually destroy new inventions, alter the trade market, and
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decrease available employment (Lewis, & Baker, 2013). These exploits are increasing at alarming
level. If hackers are not halted identity theft and worldwide safekeeping are at high levels of risk.
To prevent, detect and mitigate these attacks will require a large competent information assurance
and cybersecurity workforce. The need for information assurance and cybersecurity educational
and training strategies has caused many researchers to create and develop an array of competencies,
knowledge, and skills lists.
In November of 2011 the National Cybersecurity Education Council developed a
Memorandum of Understanding (MOU) to develop a list of competencies to further cybersecurity
education for the next generation of cybersecurity practitioners. In this same year the Government
Accountability Office (GAO) identified numerous pitfalls within governmental agencies. One
major cybersecurity concern was the lack of “defining skills and competencies for key positions”
(Biesecker, 2011, p.1).
Later in 2015 Booz, Allen and Hamilton conducted a study to assess the government’s
cybersecurity workforce gaps. The identification of major gaps in known competencies for
cybersecurity practitioners was uncovered. “We found that the government did not even know the
size and competencies of the workforce let alone what would be needed in the future, and it had
no plan to address this problem” (Booz, Allen & Hamilton, 2015, p.1). Although the Department
of Homeland Security (DHS) has identified a framework that can be utilized to address
cybersecurity assets and events. This concept still fails to address core competencies. “However,
there are no public plans to undertake a government-wide competency assessment of the
cybersecurity workforce based on that framework” (Booz, Allen & Hamilton, p. 2).
Still even today the need for an all-encompassing information assurance and cybersecurity
competency lists exists. Holly Zanville, senior adviser for credentialing and workforce
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development Lumina Foundation has put together a group of experts to try to develop a better
method for identifying and recognizing the correct competency balance for cybersecurity
practitioners. She recognizes that there are too many existing cybersecurity standards. She
remarks, “the influx of credentials is causing plenty of confusion for students, employers and
policymakers.”
Furthermore, there is much debate about treating information assurance and cybersecurity
like other professions. The complexities of this discipline and the multiple goals of the government,
industry and academia are some of the few excuses of practitioners from all levels. However,
historical research proves that many researchers and specialists agree that these groups need to
collaborate to develop common competencies. The digital world is linked internationally, and the
governments and industries must collaborate to develop and create training mechanisms to protect
the technological infrastructure (Turk, 2013). To mitigate these issues Zanville’s organization has
assembled a group comprised of experts from government, industry, and academia to create “a
common language based on competencies and to pursue public policy that builds pathways to more
advanced careers” (Collet, 2017, p.2).
In addition, the Advanced Cyber Security Center (ACSC) recognizes the need for
government, industry, and academia collaboration to identify the most critical competencies to
educate and train cybersecurity practitioners. The group teamed up with the Army National Guard
this summer and during the training exercise Army commanders, industry security officers, and
cybersecurity academia experts worked in a partnership to identify improved educational training
initiatives (ACSC staff, 2017, p.1). The Association for Computing Machinery (ACM) and the
IEEE Computer Society (IEEE-CS) report on curriculum guidelines for undergraduate degree
programs in Information Technology highlights the importance of educating utilizing a
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competency approach. The report states that the goal of information technology curriculum should
focus on “competency instead of knowledge expectations” (p. 12). Still, identifying these core
competencies will assist the government, industry, and academia with developing and
implementing efficient training programs that will increase the information assurance and
cybersecurity workforce. One of the most important concepts for ensuring these practitioners are
competent is effective training (Turk, 2013). The information assurance and cybersecurity training
competencies must be similar in nature.
However, there are too many different definitions of what individuals are a part of this
unique community. The list of competencies, knowledge and skills is too large to identify
workforce categories. An analysis needs to be conducted to evaluate the most effective models,
concepts, and techniques. This information needs to be synthesized into a generic framework that
allows more standardized competencies to be identified for the information assurance and
cybersecurity profession.

1.6

Scope

Still, cybersecurity attacks continue to grow in sophistication and show no evidence of
slowing down. The definition for cybersecurity crime in this study only considers theft of personal
data, copyright violations, and identity fraud. This study does not consider social cyber issues.
Furthermore, the 2017 Symantec report reveals, “While the number of data breaches tapered off
towards the end of the year, the number of identities stolen peaked in October rising to almost 600
million” (Symantec, 2017, p.46). It is going to take an international collaborative effort to secure
the digital infrastructure.
Moreover, business practitioners from Frost & Sullivan estimate a scarcity of 1.5 million
cybersecurity practitioners in 2020 and report that 62% of supervisors lack the necessitated
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cybersecurity personnel (Peeler, 2015). The newly predicted deficiency for 2022 is projected at an
astounding 1.8 million (Hamilton-Post, 2017). Internationally the shortfall of cybersecurity
workers is expected to be 1.5 million due to the total demanded number of 6 million (Schneiderman,
2016).
Furthermore, these issues can be prevented and mitigated by producing more cybersecurity
practitioners. Unfortunately, there are no standardized references as to what competencies,
knowledge, skills and abilities information assurance and cybersecurity practitioners should
possess. Thereby, the researcher proposes the following research questions:
1. What critical information assurance and cybersecurity competencies have been
identified by the government, industry, and academia?
2. What information assurance and cybersecurity competencies from the government,
industry, and academia can be applied across all associations?

The intended audience for these competency lists are government, industry and academia
information assurance and cybersecurity hiring agents, training entities, and curriculum developers.
This study used historical programs and research compiled from government, industry, and
academia to formulate three recommended competency lists for cybersecurity practitioners. This
competency list focused on broad core competencies at the entry, mid and senior levels. The
research focused on civilian certifications, the Department of Defense’s standards, and a
compilation of various universities undergraduate and graduate level degree programs.
The author researched and studied models, concepts, skills, knowledge, and competency
lists from government, industry, and academia. Each framework was examined for the following:
appropriateness for the intended audience, overall goals, positives, benefits, negatives, and
downfalls. In addition, the concepts were investigated to discover the failure to include key
concepts and shared commonalities with other frameworks.
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The target audience for participation was information assurance and cybersecurity
practitioners in government, industry, and academia at the senior, mid, and entry level. The survey
participants were carefully selected. To obtain the opinions of the government the survey was
distributed to the United States Army Information Technology and Security community and the
Department of Homeland Security (DHS) Office of Technology. To gain insight from the
academia community the survey was distributed to the Purdue community and affiliates of the
Center for Education and Research in Information Assurance and Security (CERIAS) and the
Department of Computer and Information Technology. For input from the industry the following
Information Assurance and Security departments of the following companies received the survey:
Lockheed Martin Cybersecurity, Cook Medical, RSA Security, LLC., Dell, Cisco, SAP Software
Solutions, and Business Applications and Technology.

1.7

Assumptions

1. Information assurance and cybersecurity competencies will continue to be relevant.
2. Participants in the survey process answer questions honestly.
3. The survey participants are an adequate representation of information assurance and
cybersecurity practitioners.
4. The survey participants have sufficient knowledge in the information assurance and
cybersecurity field.
1.8

Limitations

1. The researcher is required to complete the review of literature at the end of the Fall 2017
semester. This does not allow adequate time to research all information as it relates to
information assurance and cybersecurity competency levels.
2. The population for the survey is small and may not represent the opinions of the entire
information assurance and cybersecurity community.
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1.9

Delimitations

1. Population for survey participants came from the United States Army Information
Technology and Security community and the Department of Homeland Security (DHS)
Office of Technology. To gain insight from the academia community the survey was
distributed to the Purdue community and affiliates of the Center for Education and Research
in Information Assurance and Security (CERIAS) and the Department of Computer and
Information Technology. For input from the industry the following Information Assurance
and Security departments of the following companies received the survey: Lockheed Martin
Cybersecurity, Cook Medical, RSA Security, LLC., Dell, Cisco, SAP Software Solutions,
and Business Applications and Technology.
2. The competency lists will only identify competencies for three levels of information assurance
and cybersecurity practitioners to create a broad comprehensive list that can be easily
understood by government, industry, and academia practitioners.
3. Study will not include the lack of diversity in information-assurance and cybersecurity
profession.

1.10 Chapter Summary
This chapter introduced the purpose, problem, and significance of this research. In addition,
the thesis deliverables, research questions, assumptions, delimitations, and limitations were stated.
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REVIEW OF THE LITERATURE

2.1

Search Areas for Literature Review

The scope of this research required the researcher to examine and search for concepts such
as: Information security (IS), Information Assurance (IA) and Cybersecurity (CS) education,
IS/IA/CS government certifications and frameworks, IS/IA/CS industry certifications and
frameworks, IS/IA/CS academia curriculum, and IS/IA/CS workforce competencies. The primary
databases used to search for relevant literature were IEEE Security and Privacy, Technology
Collection (ProQuest), Engineering Village, ERIC database, Google Scholar, National Academy
of Research, and Association of Computing Machinery (ACM). To emphasize the background
and significance of the study the researcher investigated the overall impact of cybersecurity
breaches using industry reports and analysis and government news releases.
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Education
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IEEE

Technology Research
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Distance education
Computer
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Information
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Figure 5: Concept Map for Search Strategy for Literature Review. This figure depicts the primary
databases that the researcher will utilize. The large blue circles represent the databases and the text
above blue lines indicate search word criteria.
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Information assurance and
cyber-security
competencies

Government, Industry, and
academia competencies
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Competencies:
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Common Bodies of
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Frameworks, Workforce
competency standards

Increasing sophistication of threats
Review of Commonalities
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Review the following
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Specific examples of search results

Article Selection:
Information Assurance and
Cyber-security
Competencies:
Industry

Certifications and
Workforce competency
standards

Common Bodies of
Knowledge (CBKs),
Frameworks, Workforce
competency standards

LeClair 2013 Effective
Workforce, Kwon 2012
Educating Professionals,
Burley 2014 Workforce,
Burley 2014
Professionalization,
Knowles
Certifications- CISSP,
CSSLP, ISSEP, ISSAP,
ISSPM, CEH, CCNA,
SEC+, CISM, CISA

Article Selection:
Information Assurance and
Cyber-security
Competencies:
Academia

Academia concepts derived
from government and
industry standards,
Academia research and
development

Common Bodies of
Knowledge (CBKs),
Frameworks, Workforce
competency standards

Bishop & Frincke 2007
CBK, Crowley 2003
Curricula, Dark & Davis
2002 Curriculum
Development, McGettrick
& Dark 2014 Guidelines,
Hentea & Dhillon 2006
Education, Biack 2015
Graduate Program
Curriculum, Perez 2011
Two and Four Year
Institutions, Bogolea 2004
Case Study, Ben 2014
Building the Next
Generation

Figure 6. Detailed Concept Map for Search Strategy for Literature Review with specific examples.
This figure depicts the primary search words that will be utilized to search specific databases. The
final three boxes list specific examples of search results.
2.2

Background of cybersecurity attacks

Cyber-attacks have become increasingly normal, cyber hazards threaten personal
information, national security, and the rights associated with intellectual property worldwide.
Security attacks endanger interpersonal information such as credit card numbers, bank account
information and medical records which are seized daily. Cybercrime could eventually destroy new
inventions, alter the trade market, and decrease available employment (Lewis, & Baker, 2013, p.5).
These exploits are increasing at alarming levels. If hackers are not halted identity theft and
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worldwide safekeeping are at high levels of risk. Last year, Ginni Rometty, IBM’s chairperson,
president, and CEO, said “Cybercrime is the greatest threat to every company in the world.”
The rise of computer breaches has drastically increased over the years and show no signs
of decreasing. Cyber-attacks have drastically surged from 1988-2017. Hackers target all types of
organizations: hospitals, commercial organizations, educational institutions, insurance companies
and the government are all vulnerable to these types of threats.
Moreover, computers have been prevalent in society for a long time prior to the first
recognizable cybercrime. Robert Morris conducted the first discoverable Internet cyber-attack.
Robert was curious about the depth and details of the Internet, so he released the “Morris worm”
to gauge the Internet’s capabilities and vulnerabilities. “He subsequently became the first person
to be convicted under the ‘US' computer fraud and abuse act. He now works as a professor at MIT”
(Panetta, 2017, p.1). This type of criminal activity would become more common and continue to
grow over the next two decades.
Another attack that lasted for over two years named Moonlight Maze was discovered by
United States representatives in March 1998. The attackers accessed sensitive military maps from
all echelons: Pentagon, NASA, and the Department of Energy (Balkhi, S., 2014, p.5). Later, in
2009 hackers penetrated the systems of more than 103 countries government computer systems.
This operation was one of the largest spying procedures to ever take place (Markhoff, 2009). This
was one of the first major operations that proved that no one industry or country was safe from
this type of criminal behavior.
However, in 2014 heath care associations and universities became extremely popular
institutions to exploit. Attackers began targeting education heavily in 2014. Over 10 percent of
cyber-attacks involved schools. Penn state revealed that over 18,000 social security numbers of
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students were comprised due to a breach that lasted from 2012-2014 (Wagstaff, K. & Sottile, C.,
2015). This is among one of the array of educational associations that experienced a data breach.
The largest most recent phishing attack of 2017 occurred at the University of Washington School
of Medicine that involved over 80,000 student records being revealed to attackers (Davis, J., 2017).
Universities are becoming extremely susceptible to security breaches due to the lack of control of
network security on students, faculty, and staff.
Still, some of the most horrendous attacks occurred in 2015. Anthem, a health insurance
association exposed more than 80 million people’s health records, not only did hackers steal this
information, but the CEO’s personal information was also compromised. In addition, in the same
year an unidentified group stole more than $1 billion dollars from banks spanning across the globe
(Szoldra, 2015, p.1). Proving once again that these deviants care nothing about affiliation or
nationality.
Moreover, cyber-attackers not only target organizations for monetary gain. The most
recent numbers of attacks are alarming and span across a vast selection of all types of institutions.
In 2016 more than 30,000 member’s sensitive information from the Department of Homeland
Security and the FBI were publicly leaked, this proving once again that the government is just as
vulnerable to an attack as commercial enterprise (Editor, 2016). This trend will continue to elevate
as technology continues to grow.
These bouts endure to linger at an alarming rate and are acquiring more data information
than ever before, in March of 2016 a Hewlett Packard contractor’s laptop landed in the wrong
hands and disclosed sensitive information of over 134,000 Navy sailors (Larter, D. 2016). Still
this does not compare to some other contentions. A website facilitating company named Weebly
unveiled over 43.5 million user’s passwords and email addresses (Kuranda, S., 2016). In future
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years, the struggle to circumvent the amount of data that these assailants have access to will
become extremely difficult.

2.3

Information Assurance and Cybersecurity workforce gaps

Still modern society has not solved the grave issue of formulating standardized
competencies for information assurance and cybersecurity practitioners at any level.
“Before discussing the growth of the cyber workforce, we must develop and agree upon a clearer
definition as to who is a member of the cyber workforce” (Kay, Pudas, & Young, B, 2012, p.2).
The issue of producing cybersecurity practitioners has been an issue for a very long time, there is
still no definite resolution as to how this issue is going to be resolved. “The greatest virtual threat
today is not state sponsored cyberattacks; newfangled clandestine malware; or a hacker culture run
amok” states John Reed Stark, former Chief of the SEC’s Office of Internet Enforcement, in a
guest blog post he recently wrote. “The most dangerous looming crisis in
information security is instead a severe cybersecurity labor shortage.”
In the McAfee study of 2016 more than 82% of surveyed responders indicate issues with
filling cybersecurity positions. The numbers for the lack of cybersecurity practitioners are
alarming and do not reveal any expectations of improving. The business practitioners from Frost
& Sullivan estimate a scarcity of 1.5 million cybersecurity practitioners in 2020 and report that 62%
of supervisors lack the necessitated cybersecurity personnel (Peeler, 2015). The newly predicted
deficiency for 2022 is projected at an astounding 1.8 million (Hamilton-Post, 2017). Over 82% of
an array of cybersecurity business practitioners from eight surveyed countries reported a
deficiency of cybersecurity personnel (McAfee, 2016).
Internationally the shortfall of cybersecurity workers is expected to be 1.5 million due to
the total demanded number of 6 million (Schneiderman, 2016). “Unfortunately, the pipeline of
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security talent isn’t where it needs to be to help curb the cybercrime epidemic” says Robert
Herjavec. “Until we can rectify the quality of education and training that our new cyber experts
receive, we will continue to be outpaced by the Black Hats.” Therefore, the development of core
competency lists for cybersecurity practitioners is necessitated and will improve the development
and production of these practitioners into the workforce.

2.4

Information Assurance and cybersecurity competencies

There have been many attempts from government, industry, and academia to address the
issue of identifying the critical competencies, skills, and knowledge that an information assurance
and cybersecurity professional should possess. This process began as early as 1974 when Lance
J. Hoffman developed a “course outline for computer security and privacy.” Some of the core
competencies that are very relevant to current practices were in this curriculum, such as
countermeasures to threats, “threat monitoring and encryption.” Still modern society has not
solved the grave issue of formulating standardized competencies for information assurance and
cybersecurity practitioners at any level.
To grasp a better understanding of these competency levels a historical study of
information assurance and cybersecurity most critical competencies, skills and knowledge were
evaluated and assessed to formulate competency lists for senior, mid and entry level of
cybersecurity practitioners. The information assurance and cybersecurity competencies are similar
in nature. However, there are too many different definitions of what individuals are a part of this
unique community. The list of competencies, knowledge and skills is too large to identify
workforce categories.
Since cybersecurity is a relatively new field, there is no common lexicon or
framework for understanding and defining cyber workforce job descriptions. A

26
common lexicon is necessary to assess the true state of the cyber workforce and to
model its proper growth (Kay, Pudas, & Young, B, 2012, p.5).
An analysis needs to be conducted to evaluate the most effective models, concepts, and
techniques. This information needs to be synthesized into a generic framework that allows more
standardized competencies to be identified for the information assurance and cybersecurity
profession. The need for information assurance and cybersecurity professional strategies has
caused many researchers to create and develop an array of competencies, knowledge, and skills
lists.
In November of 2011 the National Cybersecurity Education Council developed a
Memorandum of Understanding (MOU) to develop a list of competencies to further cybersecurity
education for the next generation of cybersecurity practitioners. In 2015 Booz, Allen and Hamilton
conducted a study to assess the government’s cybersecurity workforce gaps. The identification of
major gaps in known competencies for cybersecurity practitioners was uncovered. “We found that
the government did not even know the size and competencies of the workforce let alone what
would be needed in the future, and it had no plan to address this problem (Booz, Allen & Hamilton,
2015, p.1). Although the Department of Homeland Security (DHS) has identified a framework
that can be utilized to address cybersecurity assets and events. This concept still fails to address
core competencies. “However, there are no public plans to undertake a government-wide
competency assessment of the cybersecurity workforce based on that framework” (Booz, Allen &
Hamilton, p. 2).
Still even today the need for all-encompassing information assurance and cybersecurity
competency lists exists. Holly Zanville, senior adviser for credentialing and workforce
development at the Lumina Foundation has put together a group of experts to try to develop a
better method for identifying and recognizing the correct competency balance for cybersecurity
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practitioners. She recognizes that there are too many existing cybersecurity standards. She
remarks, “the influx of credentials is causing plenty of confusion for students, employers and
policymakers. Her organization has assembled a group comprised of experts from government,
industry and academia to create “a common language based on competencies and to pursue public
policy that builds pathways to more advanced careers (Collet, 2017, p.2).
Furthermore, there is much debate about treating information assurance and cybersecurity
like other professions. The complexities of this discipline and the multiple goals of the government,
industry and academia are some of the few excuses of practitioners from all levels. However,
historical research proves that many researchers and specialists agree that these groups need to
collaborate to develop common competencies. Zanville’s organization has assembled a group
comprised of experts from government, industry and academia to create “a common language
based on competencies and to pursue public policy that builds pathways to more advanced careers
(Collet, 2017, p.2).
In addition, the Advanced Cyber Security Center (ACSC) recognizes the need for
government, industry, and academia collaboration to identify the most critical competencies to
educate and train cybersecurity practitioners. The group teamed up with the Army National Guard
this summer and during the training exercise Army commanders, industry security officers, and
cybersecurity academia experts worked in a partnership to identify improved educational training
initiatives (ACSC staff, 2017).
However, there are too many different definitions of what individuals are a part of this
unique community. The list of competencies, knowledge and skills is too large to identify
workforce categories. An analysis needs to be conducted to evaluate the most effective models,
concepts, and techniques.
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In the U.S., many educational institutions defined the educational model and
curricula based on standards and guidelines promoted by government or other
organizations, resulting in numerous ISA education models and curricula (Hentea
& Dhillon, 2006, p.1)
The need for information assurance and cybersecurity educational strategies has caused many
researchers to create and develop an array of competencies, knowledge, and skills lists. This
information needs to be synthesized into a generic framework that allows more standardized
competencies to be identified for the information assurance and cybersecurity profession. The
information assurance and cybersecurity competencies should be similar in nature.

2.5

Government information assurance and cybersecurity competencies

The United States governmental associations have created several bodies of knowledge
and standardized skills documentation and definitions to assist academia and industry with
developing and executing information assurance and cybersecurity education and training.
However, there are still too many different governmental standards to choose from and many of
these frameworks are centered around operative and practical applications (Pérez, Cooper,
Hawthorne, Wetzel, Brynielsson, Gökce, & Philips, 2011, p.120).
DOD, Department of Homeland Security (DHS), and other Federal agencies have
taken steps to define the roles and responsibilities of the government’s cyber
workforce, but there is no current and universally agreed upon framework (Kay,
Pudas, & Young, 2012, p.2).
In 2011, one of the Government Accountability Office (GAO) main cybersecurity
concerns were the lack of “defining skills and competencies for key positions” (Biesecker, 2011,
p.1). In addition, these common bodies of knowledge negate academia’s main goal of creating
broad, strategic thinkers. Some individuals believe that is inadequate to use government standards
to create academia curriculum because these bodies of knowledge tend to be narrow and focused
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on operational procedures (Cooper, S., Nickell, C., Piotrowski, V., Oldfield, B., Abdallah, A.,
Bishop, M., & Pérez, L. C., p.110).
2.5.1

National Initiative for Cybersecurity Education (NICE) Cybersecurity Workforce
Framework, 2017)
The National Institute of Standards and Technology (NIST) collaborated with academia

and industry leaders to develop the NICE Cybersecurity Workforce Framework that seeks to create
and develop training and learning initiatives for the cybersecurity profession. The document is a
reference that can be converted and modified to fit an organization’s cybersecurity environment.
The overall goal of the NICE Cybersecurity Workforce Framework is to serve as an initial guide
for the expansion of any element of the preparation, guidance, and further development of an
association’s cybersecurity practitioners.
The original National Initiative for Cybersecurity Education (NICE) framework released
in 2011 consisted of seven categories and 31 specialty areas broken into competencies, knowledge,
skills, and tasks that relates to specific job titles. The newly released framework in 2017 maintains
the seven categories but increased the specialty areas to 33 and identifies more than 52 information
assurance and cybersecurity work roles. The competencies were also removed from the new
framework. The seven NICE categories and the 33 specialty areas directly from the NIST Special
Publication 800-181 include:
1. Analyze
a. Threat Analysis
b. Exploitation Analysis
c. All Source Analysis
d. Targets
e. Language Analysis
2. Collect and Operate
a. Collection Operations
b. Cyber Operational Planning
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c. Cyber Operations
3. Investigate
a. Cyber Investigation
b. Digital Forensics
4. Operate and Maintain
a. Customer Service and Technical Support
b. Data Administration
c. Knowledge Management
d. Network Services
e. Systems Administration
f. Systems Analysis
5. Oversee and Govern
a. Cybersecurity Management
b. Executive Cyber Leadership
c. Legal Advice and Advocacy
d. Program/Project Management
e. Strategic Planning and Policy
f. Training, Education, and Awareness
6. Protect and Defend
a. Cyber Defense Analysis
b. Cyber Defense Infrastructure Support
c. Incident Response
d. Vulnerability Assessment and Management
7. Securely Provision
a. Risk Management
b. Software Development
c. Systems Architecture
d. Systems Development
e. Systems Requirements Planning
f. Technology Research and Development
g. Test Evaluation

The National Initiative for Cybersecurity Education (NICE) framework has many
commonalities amongst the industry certifications and academia research. The category of threat
analysis is included in two industry certifications (GIAC GCED, 2017; US & EC-Council, 2017)
and in numerous other government and academic works (Butler, Maconachy, & Barker, 2016;

31
DHS, 2008; Martini & Choo, 2014). Collection operations is very similar to several other concepts
in many other background work (DHS EBK, 2008; Martini & Choo, 2014; Online Trust Alliance
(OTA) an Internet Society Initiative, 2017; Jovanovic & Harris, 2016; CISSP, 2017;
Miloslavskaya, & Tolstoy, 2016). Digital forensics is cited more frequently than most other
concepts in the research conducted on information assurance and cybersecurity competencies
(Armstrong & Jayaratna, 2002; Andel & McDonald 2013; Bogolea & Wijekumar, 2004; Bouras,
Zainal & Abdulwahad, 2016; Crowley, 2003; Dark & Davis, 2002; DHS EBK, 2008; GIAC GCED,
2017; GIAC GSEC, 2017; Hentea & Dhillon, 2006; Lawrence-Fowler, 2013; Martini & Choo,
2014; Miloslavskaya, & Tolstoy, 2016, NICE Cybersecurity Framework, 2017).
Another popular concept that is mentioned in several other historical works involves ethics,
law compliance and legal aspects and advice (Andel & McDonald, 2013; Apollo Education Group
Enterprise Security Competency Model 2015; Armstrong & Jayaratna, 2002; Bacon & Tikekar,
2003; Bishop & Frincke, 2007; Bouras, Zainal & Abdulwahad, 2016; Butler, Maconachy, &
Barker, 2016; Cassel, & Dark, 2014; CISSP-ISSMP, 2017; Crowley, 2003; Dark & Davis, 2002;
Harris & Patten, 2015; Hentea & Dhillon, 2006; Jovanovic & Harris, 2016; Kang, Na & Chang,
2016; Lawrence-Fowler, 2013; McGettrick, Cassel, & Dark, 2014; NICE Cybersecurity
Framework, 2017; Online Trust Alliance (OTA) an Internet Society Initiative, 2017).
Additionally, historical research reveals the importance of project and program
management in relation to managing information assurance and cybersecurity incidents
(Armstrong & Jayaratna, 2002; Bishop & Frincke, 2007 CISSP-ISSMP, 2017; Crowley, 2003;
DHS EBK, 2008; Harris & Patten, 2015; Jovanovic & Harris, 2016; Kang, Na & Chang, 2016;
Lawrence-Fowler, 2013; LeClair, Abraham, & Shih, 2013; Miloslavskaya & Tolstoy ,2016; NICE
Cybersecurity Framework, 2017).
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Therefore, the following elements from the National Initiative for Cybersecurity Education
(NICE) framework was considered for input into the competency list levels:
1.
2.
3.
4.
5.

Threat Analysis
Collection Operations
Digital Forensics
Ethics and Law
Project and Program Management

2.5.2

National Security Agency(NSA) Centers of Academic Excellence(CAE) in Information
Assurance (IA) and Cybersecurity
The National Security Agency (NSA) and Department of Homeland Security (DHS)

collaborated to form criteria for universities to become Centers of Academic Excellence (CAE) in
Cyber Defense (CD) and Cyber Operations (CO). The standards for becoming a National Center
of Academic Excellence in Cyber Operations aligns with the President’s National Initiative for
Cybersecurity Education (NICE). These programs aim to create more information assurance and
cybersecurity practitioners to protect the United States critical digital information. Multiple types
of universities can apply to be recognized as a Center of Academic Excellence (CAE) the program
has awards for two-year (2Y), four-year (4Y), and research (R) educational associations.
The criteria for assessment as a CAE-CD two-year institution directly from the CAE
website include:
1. Mapping the institution’s curriculum to the two-year core Knowledge Units (KUs, 11 total).
a.
b.
c.
d.
e.
f.
g.
h.
i.
j.
k.

Basic Data Analysis
Basic scripting
Cyber Defense
Cyber Threats
Fundamental Security Design Principles
Information Assurance Fundamentals
Introduction to Cryptography
Information Technology System Components
Networking Concepts
Policy, Legal, Ethics and Compliance
Systems Administration
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For a university to obtain the four-year institution designation the core two-year requirements must
be met with the additional knowledge areas listed below.
a.
b.
c.
d.
e.
f.

Databases
Network Defense
Networking Technology and Protocols
Operating Systems Concepts
Probability and Statistics
Programming

There are 17 unique focus areas for CAE-CD. The focus areas require unique Knowledge Units
(KUs). For example, directly from the CAE website, the focus area of cyber investigations
requires the following KUs to be obtained:
a.
b.
c.
d.
e.
f.

Basic Data Analysis
Cyber Threats
IA Fundamentals
IT Systems Components
Networking Concepts
Policy, Legal, Ethics, and Compliance

CAE-CO highlights the necessity for the inclusion of external disciplines. This framework
was designed utilizing core components from the engineering field. This approach also, highlights
the importance of practical and applied training. This program supplements the CAE-CD program,
providing the same overarching goal of protecting the nations digital assets (National IA Education
& Training Programs, 2013).
For instance, many security professionals believe that knowledge on protocols is
necessitated to secure each layer of any network. A newly formulated strategy for securing an
IPv6-based wireless sensor network introduces securing a network at various protocol levels. This
model starts secure policies and procedures at the physical level and then climbs through the
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routing and user datagram protocol and ends at the transmission control protocol layer (Grgic,
Zagar & Krizanovic, 2013).
Cryptography has been mentioned as being a core competency in numerous research
projects (Bishop & Frincke CBK, 2007; International Information Systems Security Certifications
Consortium (ISC)2 CBK, 2017; Crowley, 2003; Dark & Davis, 2002; McGettrick, Cassel, & Dark,
2014; Bogolea & Wijekumar, 2004; Bacon & Tikekar, 2003; Armstrong & Jayaratna, 2002;
Hentea & Dhillon, 2006; GSEC, 2017; Andel & McDonald, 2013; Schneider, 2011).
Thereby, the common elements of this framework that will be considered for input into the
competency list are listed below.
1.
2.
3.
4.

2.5.3

Basic Data Analysis
Introduction to Cryptography
Policy, Legal, Ethics, and Compliance
Networking Technology and Protocols

Department of Defense (DoD) 8570.01M Information Assurance (IA) Workforce
Improvement Program
On November 10, 2015, the Assistant Secretary of Defense for Networks and Information

Integration/Department of Defense (DoD) Chief Information Officer (CIO) released the
Department of Defense (DoD) directive for Information Assurance Workforce Improvement
Program. The framework outlines the processes to educate, train and supervise all information
security Department of Defense (DoD) personnel. This manual groups the labor force into
functional levels defined by two characteristics: category and specialty. Categories are Information
Assurance Technical (IAT), Information Assurance Manager (IAM). Specialties are Computer
Network Defense Service Providers (CND-SPs) and Information Assurance System Architects and
Engineers (IASAEs)” (DoD8570.01 directive., 2015, p. 18).

On August 11, 2015 the
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Cybersecurity Service Provider (CSSP) Analyst, Infrastructure Support, Incident Responder,
Auditor, and Manager were added to the manual.
2.5.3.1 Information Assurance Technical (IAT) Level I
An Information Assurance Technical (IAT) Level I worker employs novice skills and
abilities to assist an organization with the installation, detection and monitoring of information
security. To be considered an Information Assurance Technical (IAT) Level I an individual must
obtain one of the following certifications: Computing Technology Industry Association
(CompTIA) A+ Continuing Education (CE), Cisco Certified Network Associate (CCNA-Security),
CompTIA Network+ Continuing Education (CE), or the International Information Systems
Security Certifications Consortium (ISC)2 System Security Certified Practitioner (SSCP).
A+ (A Plus) is a baseline certification for information security practitioners who are
being introduced into the profession. This exam involves testing knowledge about basic
operational computer skills (Indiana University Knowledge Base, 2017). Cisco Certified
Network Associate (CCNA-Security) certification assists practitioners with the ability to create
security frameworks that identify information security hazards. The exam course focuses on
teaching the core components for the repair, maintenance and recovery of hardware and software
damage stemming from a cybersecurity breach (Cisco Website, 2017).
Network+ (Network Plus) educates participants on the administration, composition, and
restoration procedures for networked apparatuses (CompTIA+ website, 2017). The International
Information System Security Certification Consortium Inc. (ISC2) System Security Certified
Practitioner (SSCP) exam covers domains of specific knowledge areas a security professional
should be educated on. This certification validates information security technical abilities to
develop, maintain and control Information Technology (IT) frameworks while adhering to
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organizational security policies. Furthermore, this certification requires these technical
practitioners to be familiar with the seven critical information security domains. Directly from
the International Information System Security Certification Consortium Inc. (ISC2) website.
These domains are:
1.
2.
3.
4.
5.
6.
7.

Access Control
Security Operations and Administration
Risk Identification, monitoring, and Analysis
Incident Response and Recovery
Cryptography
Network and Communications Security
Systems and Application Security (International Information System
Security Certification Consortium Inc., 2017).

The International Information System Security Certification Consortium Inc. (ISC2) System
Security Certified Practitioner (SSCP) domains are very consistent with other literature that was
covered from multiple aspects. For instance, access control is listed as a core competency
subject in many historical research works (Andel & McDonald, 2013; Bacon & Tikekar, 2003;
Bishop & Frincke, 2007; Bogolea & Wijekumar, 2004; Cisco CCNP, 2017; Crowley, 2003;
Fung, Farn & Lin, 2003; GIAC GCIH, 2017; GIAC GICSP, 2017; GIAC GSEC, 2017; Harris &
Patten, 2015).
The Certified Information Systems Security Professional (CISSP) certification lists the
domain knowledge of security operations as one of the most important knowledge domains. The
knowledge of risk identification, monitoring and analysis is listed in two popular information
assurance and cybersecurity certifications: Global Information Assurance Certification (GIAC)
Global Industrial Cyber Security Professional (GICSP) certification and Global Information
Assurance Certification (GIAC) Security Essentials Certification (GSEC). Additionally, network
and communications security knowledge are a part of the knowledge domains for the Global
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Information Assurance Certification (GIAC) Security Essentials Certification (GSEC) and the
Cisco Certified Network Professional (CCNP) Security certification.
In addition, knowledge on the topic cryptography is another common element for
developing information assurance and cybersecurity training and education (Bishop & Frincke,
2007; ISC2 CBK; Crowley, 2003; Dark & Davis, 2002; McGettrick, Cassel, & Dark, 2014;
Bogolea & Wijekumar, 2004; Bacon & Tikekar, 2003; Armstrong & Jayaratna, 2002; Hentea &
Dhillon, 2006; GSEC, 2017; Andel & McDonald, 2013; Schneider, 2011; Lawrence-Fowler, 2013;
Harris & Patten, 2015; CISSP, 2017). Finally, systems and application security are a commonality
amongst the Certified Information Systems Security Professional (CISSP) certification.
Therefore, the following concepts from the Information Assurance Technical (IAT) Level
I will be considered for input into the competency lists.
1.
2.
3.
4.
5.
6.
7.

Access Control
Security Operations and Administration
Risk Identification, monitoring, and Analysis
Incident Response and Recovery
Cryptography
Network and Communications Security
Systems and Application Security

2.5.3.2 Information Assurance Technical (IAT) Level II
The Information Assurance Technical (IAT) Level II worker identifies, investigates, and
evaluates security incidents and recommends the most appropriate actions to alleviate
cybersecurity issues. The Information Assurance Technical Levels (IAT) Level II requires one of
the following certifications: Global Information Assurance Certification (GIAC) Security
Essentials Certification (GSEC), Security+ Continuing Education (CE), System Security Certified
Practitioner (SSCP), Cisco Certified Network Associate (CCNA-Security), CompTIA
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Cybersecurity Analyst (CSA+), or the Global Information Assurance Certification (GIAC) Global
Industrial Cyber Security Professional (GICSP).
The certification outcomes for the System Security Certified Practitioner (SSCP) and Cisco
Certified Network Associate (CCNA-Security) certifications are the same as the learning
objectives for the Information Assurance Technical (IAT) Level I. The Global Information
Assurance Certification Global Information Assurance Certification (GIAC) Security Essentials
Certification (GSEC) certification is designed for security practitioners that will directly
implement cybersecurity measures (GIAC Website, 2017). Directly from the Global Information
Assurance Certification (GIAC) website the exam certification objectives are:
1. Access Control & Password Management
2. Active Defense
3. Advanced Persistent Threat
4. Contingency Plans
5. Critical Controls
6. Cryptography
7. Cryptography Algorithms & Deployment
8. Cryptography Application
9. Defense in Depth
10. Defensible Network Architecture
11. Endpoint Security
12. Enforcing Windows Security Policy
13. Incident Handling and Response
14. IT Risk Management
15. Linux Security: Structure, Permissions, and Access
16. Linux Services: Hardening and Securing
17. Linux: Monitoring and Attack Detection
18. Linux: Security Utilities
19. Log Management & SIEM
20. Malicious Code & Exploit Mitigation
21. Network Device Security
22. Network Security Devices
23. Networking & Protocols
24. Securing Windows Network Services
25. Security Policy
26. Virtualization and Cloud Security
27. Vulnerability Scanning and Penetration Testing
28. Web Communication Security
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29. Windows Access Controls
30. Windows Automation, Auditing, and Forensics
31. Windows Security Infrastructure
32. Windows Service Packs, Hotfixes, and Backups
33. Windows Wireless Network Security
The focus of this certification is cyber defense.

These training objectives enable

cybersecurity defenders to discover and avert malicious cybersecurity criminals. As well as install,
implement, maintain, and troubleshoot the appropriate network defense tools.
CompTIA Security + is a baseline certification course for information assurance and
cybersecurity practitioners.

This certification aims to assess individuals’ knowledge on

application and network tools security. Upon successful completion of this exam a professional
will possess the ability to employ security countermeasures while simultaneously considering
security ethics.
The CompTIA Cybersecurity Analyst (CSA+) is a new certification that was launched by
CompTIA on February 15, 2017. This certification will assist cybersecurity practitioners with
obtaining the tools to assess and defeat cyber criminals. The course material teaches professional
methods to setup tools to discover hackers and the abilities to execute efficient digital threat
investigations. Upon discovery of hazardous exposure these practitioners can assess the overall
impact of the cybersecurity hazards and weaknesses of the association.
The Global Information Assurance Certification (GIAC) Global Industrial Cyber Security
Professional (GICSP) certification objectives directly from the website include:
1. Access Management
2. Configuration/Change Management - change management, baselines,
equipment connections, and auditing
3. Configuration/Change Management-software updates
4. Cybersecurity Essentials for Industrial Control Systems (ICS)- attacks and
incidents
5. Cybersecurity Essentials for ICS – availability
6. Cybersecurity Essentials for ICS – cryptographies
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7. Knowledge of cryptographies
8. Cybersecurity Essentials for ICS - security tenets
9. Knowledge of security tenets
10. Cybersecurity Essentials for ICS – threats
11. Disaster Recovery and Business Continuity
12. ICS Architecture - Communication Mediums
13. ICS Architecture - field device architecture
14. ICS Architecture - industrial protocols
15. ICS Architecture - network protocols
16. ICS Architecture - network segmentation
17. ICS Architecture - wireless security
18. ICS Modules and Elements Hardening - application security
19. ICS Modules and Elements Hardening - embedded devices
20. ICS Modules and Elements Hardening - network security/hardening
21. ICS Modules and Elements Hardening - OS security
22. ICS Modules and Elements Hardening-Configuration and endpoint
hardening
23. ICS Security Assessments - security tools
24. ICS Security Assessments-assessments & testing
25. ICS Security Governance and Risk Management - risk management
26. ICS Security Governance and Risk Management - security policies and
procedures development
27. ICS Security Monitoring – Logging
28. ICS Security Monitoring – Monitoring
29. Incident Management
30. Industrial Control Systems - basic process control systems
31. Industrial Control Systems - safety and protection systems
32. Physical Security
Although this certification focuses on the security of Industrial Control Systems (ICS)
many of the baseline security competencies exist in the training objectives. For instance,
regardless of the environment that a practitioner is trying to secure the elements of understanding
the architecture, protocols, and tools to harden and monitor the network are common elements
across all ecosystems. The basic essential competencies from these training objectives are:
access control, risk management and physical security.
Therefore, the following concepts from the Information Assurance Technical (IAT) Level
II was considered for input into the competency lists.
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1. Access management
2. Knowledge of cryptographies
3. Disaster Recovery and Business Continuity
4. Knowledge of protocols
5. Wireless security
6. Security governance and Risk Management
7. Security Policies and Procedures Development
8. Logging
9. Monitoring
10. Incident Management
11. Physical Security

2.5.3.3 Information Assurance Technical (IAT) Level III
This Information Assurance Technical (IAT) Level introduces an entirely new set of
certifications from the previous two Information Assurance Technical (IAT) Levels I and II to
satisfy the requirement to become a Department of Defense (DoD) Information Assurance
Technical (IAT) Level III employee. The Information Assurance Technical (IAT) Level III
worker’s primary responsibility is to determine the appropriate legal requirements for information
security incidents. To be considered an Information Assurance Technical (IAT) Level III an
individual must obtain one of the following certifications: CompTIA Advanced Security
Practitioner (CASP) Continuing Education (CE), Cisco Certified Network Professional (CCNP)
Security, ISACA Certified Information Systems Auditor (CISA), International Information
System Security Certification Consortium Inc. (ISC2) Certified Information Systems Security
Professional (CISSP), Global Information Assurance Certification (GIAC) Certified Enterprise
Defender (GCED), or the Global Information Assurance Certification (GIAC) Certified Incident
Handler (GCIH) certification.
CompTIA released an article on October 16, 2017 revealing the five skills that a security
professional will possess after preparing for the CompTIA Advanced Security Practitioner (CASP)
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Continuing Education (CE) certification exam (CompTIA, 2017). Directly from the article these
five skills are:
1.
2.
3.
4.
5.

Enterprise Security
Risk Management
Research Analysis
Business Integration
Technical Integration

These skills will allow the security professional to effectively create, develop and maintain
a secure network infrastructure. In addition, this certification prepares security workers to improve
information security incident management and risk mitigation procedures. As well as efficiently
coordinating technical and business incorporation while conducting sufficient investigations. This
is the first certification that lists high level competencies that senior level practitioners and
professionals need to function in the workplace such as enterprise security, research analysis,
business integration and technical integration. These competencies are necessary for high level
information assurance and cybersecurity practitioners because these skills enable the alignment of
information security and organizational strategic goals.
The Cisco Certified Network Professional (CCNP) Security certification was accepted by
the Department of Defense (DoD) Information Assurance workforce program on June 30, 2017.
To obtain the certification for this course an individual must pass four separate exams: 300-206
Security Edge Network Security Solutions (SENSS), 300-210 Security Implementing Threat
Control Solutions (SITCS), 300-208 Security Implementing Secure Access Solutions (SISAS),
300-209 Secure Implementing Mobility Solutions (SIMOS). These exam topics directly from the
website to be mastered by studying and passing the following exams are as follows:
300-206 Security Edge Network Solutions (SENSS)
1. Threat Defense
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2.
3.
4.
5.

Cisco Security Devices and GUIs and Secured CLI Management
Management Services on Cisco devices
Troubleshooting, Monitoring and Reporting Tools
Security Components and Considerations

300-210 Security Implementing Threat Control Solutions (SITCS)
1.
2.
3.
4.
5.

Content Security
Security Network Threat Defense
Cisco Fire Power Next-Generation IPS (NGIPS)
Security Architectures
Troubleshooting, Monitoring, and Reporting Tools

300-208 Security Implementing Secure Access Solutions (SISAS)
1.
2.
3.
4.
5.

Identity Management and Secure Access
Threat Defense
Troubleshooting, Monitoring and Reporting Tools
Threat Defense Architectures
Identity Management Architectures

300-209 Secure Implementing Mobility Solutions (SIMOS)
1. Secure Communications
2. Troubleshooting, Monitoring, and Reporting Tools
3. Secure Communications Architectures
One of the major downfalls of this certification and many other Cisco associated
certifications is that these exams specifically target audiences that will be employed securing
vendor specific Cisco equipment. However, many of these concepts are broad and can be applied
across other security spectrums.
For example, threat defense is listed as a training outcome in the Global Information
Assurance Certification (GIAC) Security Essentials Certification (GSEC).

The security

architecture and design are mentioned in three other certifications: Global Information Assurance
Certification (GIAC) Global Industrial Cyber Security Professional (GICSP), Certified
Information Systems Security Professional (CISSP) and the Certified Information Systems
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Security Professional (CISSP)-Information Systems Security Architecture Professional (ISSAP).
Identity management and secure access could be associated with the popular concept of access
control mentioned above in the first Information Assurance Technical (IAT) level.
Troubleshooting, monitoring, and reporting tools correlate with the same concepts from the Cisco
Certified Network Professional (CCNP) Security certification.
The ISACA Certified Information Systems Auditor (CISA) certification tests for practical
workforce domains validated by industry subject matter experts. Directly from the website these
knowledge areas and domains are as follows.
The job practice domains and task and knowledge statements are as follows:
Domain 1—The Process of Auditing Information Systems
Domain 2—Governance and Management of IT
Domain 3—Information Systems Acquisition, Development, and Implementation
Domain 4—Information Systems Operations, Maintenance, and Service Management
Domain 5—Protection of Information Assets
Upon completion of this exam a cybersecurity worker should be able to perform thorough security
inspections, assess an organization’s overall security stratagem and ensure all company resources
are aligned to achieve cybersecurity goals.
The International Information System Security Certification Consortium Inc. (ISC2)
CISSP certification covers ten domains of knowledge. These domains directly from the Certified
Information Systems Security Professional (CISSP) website include:
1.
2.
3.
4.
5.
6.
7.
8.
9.

Access Control
Application Development Security
Business Continuity and Disaster Recovery Planning
Cryptography
Information Security Governance and Risk Management
Legal regulations, investigations, and compliance
Operations Security
Physical and Environmental Security
Security Architecture and Design
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10. Telecommunications Network Security
The Certified Information Systems Security Professional (CISSP) certification intersected with
many of the core objectives from numerous other certifications and is cited in several research
projects that identifies and develops information assurance and cybersecurity frameworks (Hale &
Antonucci, 2017), common bodies of knowledge and curriculum developmental projects (Cooper,
Nickell, Piotrowski, Oldfield, Abdallah, Bishop, M., ... & Pérez, 2010).
The Global Information Assurance Certification (GIAC) Certified Incident Handler (GCIH)
certification objectives directly from the website are:
1. Incident Handling: Identification
2. Incident Handling: Overview and Preparation
3. Client Attacks
4. Covering Tracks: Networks
5. Covering Tracks: Systems
6. Denial of Service Attacks
7. Incident Handling: Containment
8. Incident Handling: Eradication, Recovery, and Lessons Learned
9. Network Attacks
10. Overflow Attacks
11. Password Attacks
12. Reconnaissance
13. Scanning: Discovery and Mapping
14. Scanning: Techniques and Defense
15. Session Hijacking and Cache Poisoning
16. Techniques for maintaining access
17. Web Application Attacks
18. Worms, Bots & Bot-Nets
This certification introduces many new concepts that are not in the previous studied
certifications and is focused on more detailed concepts that specifically involve controlling and
managing detailed cybersecurity occurrences. Most of the components in this certification are too
specific to be considered for inclusion in a broad comprehensive competency list. Still some of the
specified objectives can be delineated into basic knowledge components. For instance, the training
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objective of Scanning: Techniques and Defense could fall into the broad category of threat defense.
Additionally, the concepts of password attacks and techniques for maintaining access has
characteristics from the extensive competency, access control. As well as web application attacks
could be defined as web communication security.
The Global Information Assurance Certification (GIAC) Certified Enterprise Defender
(GCED) certification is the first cybersecurity defense certification introduced into the Information
Assurance Technical Levels (IAT) levels. The certification objectives directly from the website
include:
1. Analyzing Malware with Windows and Online Tools
2. Data Loss Prevention for Enterprise Defenders
3. First Responder Tools and Techniques
4. Incident Handling and Forensics Fundamentals for Enterprise Defenders
5. Intrusion Detection and Prevention for Enterprise Defenders
6. Network Device Hardening and Auditing
7. Network Infrastructure Security and Defense
8. Packet Analysis for Enterprise Defenders
9. Pen Testing Methodology and Information Gathering
10. Penetration Testing Exploitation and Reporting
11. Risk Management for Enterprise Defenders
12. Windows Tools for Identifying Malware
This certification is like the Global Information Assurance Certification (GIAC) Certified
Incident Handler (GCIH) certification as it goes into very detailed training objectives for
cybersecurity defense. However, some of these concepts can be generalized as well. Analyzing
Malware with Windows and Online Tools could fall into the broad category of threat analysis.
First Responder Tools and Techniques could be considered incident response.
Therefore, the following concepts from the Information Assurance Technical (IAT) Level
II was considered for input into the competency lists.
1. Security Threat Defense
2. Troubleshooting, Monitoring and Reporting Tools
3. Security Architectures
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4. Troubleshooting, Monitoring, and Reporting Tools
5. Identity Management and Secure Access
6. Process of Auditing Information Systems
7. Governance and Management of Information Technology (IT)
8. Information Systems Acquisition, Development, and Implementation
9. Information Systems Operations, Maintenance, and Service Management (
10. Protection of Information Assets (25%)
11. Access Control
12. Application Development Security
13. Business Continuity and Disaster Recovery Planning
14. Cryptography
15. Information Security Governance and Risk Management
16. Legal regulations, investigations, and compliance
17. Operations Security
18. Physical and Environmental Security
19. Security Architecture and Design
20. Telecommunications Network Security
21. Incident Handling
22. Incident Handling
23. Network Attacks
24. Overflow Attacks
25. Password Attacks
26. Reconnaissance
27. Scanning: Discovery and Mapping
28. Scanning: Techniques and Defense
29. Session Hijacking and Cache Poisoning
30. Techniques for maintaining access
31. Web Application Attacks
32. Worms, Bots & Bot-Nets
33. Data Loss Prevention for Enterprise Defenders
34. First Responder Tools and Techniques
35. Incident Handling and Forensics Fundamentals for Enterprise Defenders
36. Intrusion Detection and Prevention for Enterprise Defenders
37. Network Device Hardening and Auditing
38. Network Infrastructure Security and Defense
39. Packet Analysis for Enterprise Defenders
40. Pen Testing Methodology and Information Gathering
41. Penetration Testing Exploitation and Reporting
42. Risk Management for Enterprise Defenders
43. Windows Tools for Identifying Malware
2.5.3.4 Information Assurance Manager (IAM) Level I
Some of the function of an Information Assurance Manager (IAM) Level I include: the
ability to oversee cybersecurity incidents, organize cybersecurity testing and inspections, and
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certify internal and external organizational security compliance. To be considered for a
Department of Defense (DoD) Information Assurance Manager Levels (IAM) Level I position one
must obtain one of the following certifications: International Information System Security
Certification Consortium Inc. (ISC2) Certified Authorization Professional (CAP), Global
Information Assurance Certification (GIAC) Security Leadership Certification (GSLC), or
Security + CE. The Security + CE was explained in the Information Assurance Technical Levels
(IAT) Level II section. The International Information System Security Certification Consortium
Inc. (ISC2) CAP certification gives a Level I manager knowledge on the following domains these
domains are directly from the GIAC website:
1.
2.
3.
4.
5.
6.
7.

Risk Management Framework
Categorization of Information Systems
Selection of Security Controls
Security Control Implementation
Security Control Assessment
Information System Authorization
Monitoring of Security Controls

The Global Information Assurance Certification (GIAC) Security Leadership Certification (GSLC)
objectives directly from the website:
1. Change Management and Incident Handling for Managers
2. Common Attacks and Malware
3. Managing Access Control
4. Managing Defense in Depth and Security Policy
5. Managing Disaster Recovery and Contingency Planning
6. Managing Employees and Total Cost of Ownership
7. Managing Operational Security
8. Managing Physical Security and Facility Safety
9. Managing Privacy and Web Security
10. Managing Risk and Ethics
11. Managing Security Awareness and Protecting Intellectual Property
12. Managing the Network Infrastructure
13. Managing the Quality and Growth of the Security Organization
14. Managing the Use of Cryptography
15. Managing Vulnerabilities
16. Managing Wireless Security
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17. Network and Endpoint Security Technologies
18. Network Protocols for Managers
19. Project Management and Business Situational Awareness
20. Selling and Managing the Mission
Therefore, the following concepts from the Information Assurance Manager (IAM) Level
I was considered for input into the competency lists.
1. Risk Management Framework
2. Selection of Security Controls
3. Security Control Implementation
4. Security Control Assessment
5. Information System Authorization
6. Monitoring of Security Controls
7. Change Management and Incident Handling for Managers
8. Common Attacks and Malware
9. Managing Access Control
10. Managing Defense in Depth and Security Policy
11. Managing Disaster Recovery and Contingency Planning
12. Managing Employees and Total Cost of Ownership
13. Managing Operational Security
14. Managing Physical Security and Facility Safety
15. Managing Privacy and Web Security
16. Managing Risk and Ethics
17. Managing Security Awareness and Protecting Intellectual Property
18. Managing the Network Infrastructure
19. Managing the Quality and Growth of the Security Organization
20. Managing the Use of Cryptography
21. Managing Vulnerabilities
22. Managing Wireless Security
23. Network and Endpoint Security Technologies
24. Network Protocols for Managers
25. Project Management and Business Situational Awareness
26. Selling and Managing the Mission
2.5.3.5 Information Assurance Manager (IAM) Level II
An Information Assurance Manager (IAM) Level II duties include: generating security
documentation to be used for operational and procurement activities, safeguarding cybercrime data,
and developing substitute information security approaches. This level of Information Assurance
Manager (IAM) requires an individual to obtain one of the following certifications: International
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Information System Security Certification Consortium Inc. (ISC2) Certified Authorization
Professional (CAP), Global Information Assurance Certification (GIAC) Security Leadership
Certification (GSLC), ISACA Certified Information Security Manager (CISM), Certified
Information Systems Security Professional (CISSP), or CompTIA Advanced Security Practitioner
(CASP) Continuing Education (CE). The Certified Authorization Professional (CAP) and Global
Information Assurance Certification (GIAC) Security Leadership Certification (GSLC) is
explained in the Information Assurance Manager Levels (IAM) Level I section. The CompTIA
Advanced Security Practitioner (CASP) Continuing Education (CE) and the International
Information System Security Certification Consortium Inc. (ISC2) Certified Information Systems
Security Professional (CISSP) is explained in the Information Assurance Technical Level (IAT)
Level III section.
The ISACA Certified Information Security Manager (CISM) job practice domains directly
from the website are:
Domain 1—Information Security Governance (24%)
Domain 2—Information Risk Management (30%)
Domain 3—Information Security Program Development and Management (27%)
Domain 4—Information Security Incident Management (19%)
Therefore, the following concepts from the Information Assurance Manager (IAM) Level
II was considered for input into the competency lists.
1.
2.
3.
4.

Information Security Governance
Information Risk Management
Information Security Program Development and Management
Information Security Incident Management
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2.5.3.6 Information Assurance Manager (IAM) Level III
An Information Assurance Manager (IAM) at Level III must possess the ability to assess
security risk while addressing economic concerns. These individuals must be able to investigate
and scrutinize information security policies and procedures.

To be considered a Level III

Information Assurance Manager (IAM) one must obtain one of the following certifications: Global
Information Assurance Certification (GIAC) Security Leadership Certification (GSLC), ISACA
Certified Information Security Manager (CISM), Certified Information Systems Security
Professional (CISSP). These certification knowledge domains are explained in the Information
Assurance Manager Levels (IAM) Level II section.
2.5.3.7 Information Assurance System Architect and Engineer (IASAE) Level I
The Information Assurance System Architect and Engineer (IASAE) I primary duties
include: certifying that all identified security deficiencies have been corrected, developing
cybersecurity alternate actions, and endorsing system alterations to detect, prevent and mitigate
cybercrime. To be eligible to serve as an Information Assurance System Architect and Engineer
(IASAE) I one must obtain one of the following certifications: CompTIA Advanced Security

Practitioner (CASP) Continuing Education (CE), Certified Information Systems Security
Professional (CISSP) (or Associate), or Certified Secure Software Lifecycle Professional (CSSLP).
The CompTIA Advanced Security Practitioner (CASP) Continuing Education (CE) is explained
in the Information Assurance Technical Levels (IAT) Level III section. The Certified Information
Systems Security Professional (CISSP) certification is explained in the Information Assurance
Manager (IAM) Level II section. The (or Associate) statement means that an individual can waive
the work experience requirements that is necessary for the full Certified Information Systems
Security Professional (CISSP) certification.
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The Certified Secure Software Lifecycle Professional (CSSLP) certification covers eight
domains directly from the website to include:
1.
2.
3.
4.
5.
6.
7.
8.

Secure Software Concepts
Secure Software Requirements
Secure Software Design
Secure Software Implementation/Programming
Secure Software Testing
Software Lifecycle Management
Software Deployment, Operations, and Maintenance
Supply Chain and Software Acquisition

Therefore, the following knowledge domains for the Information Assurance System
Architect and Engineer (IASAE) Level I was considered for input into the development of the
competency list are listed below.
1.
2.
3.
4.
5.

Secure Requirements
Secure Design
Secure Testing
Secure Lifecycle Management
Secure Acquisition

2.5.3.8 Information Assurance System Architect and Engineer (IASAE) Level II
Some of the capabilities that are required at the Information Assurance System Architect
and Engineer (IASAE) Level II are: proposing internal and external secure architecture designs
and evaluating information security mechanisms. The next Information Assurance System
Architect and Engineer (IASAE) level requires one of the following certifications: CompTIA
Advanced Security Practitioner (CASP) Continuing Education (CE), Certified Authorization
Professional (CAP), ISACA Certified Information Security Manager (CISM), International
Information System Security Certification Consortium Inc. (ISC2) Certified Information Systems
Security Professional (CISSP), or the Certified Secure Software Lifecycle Professional (CSSLP).
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The CompTIA Advanced Security Practitioner (CASP) Continuing Education (CE) is
explained in the Information Assurance Technical Levels (IAT) Level III section. The Certified
Authorization Professional (CAP) is explained in the Information Assurance Manager (IAM)
Level I section. The ISACA Certified Information Security Manager (CISM) is explained in the
Information Assurance Manager (IAM) Level II section. The International Information System
Security Certification Consortium Inc. (ISC2) Certified Information Systems Security Professional
(CISSP) is explained in the Information Assurance Technical (IAT) Level III section. The
Certified Secure Software Lifecycle Professional (CSSLP) certification is explained in the
Information Assurance System Architect and Engineer (IASAE) level I.
2.5.3.9 Information Assurance System Architect and Engineer (IASAE) III
At this level of the Information Assurance System Architect and Engineer (IASAE) these
managers are required to contribute information security obligations for acquisition statements and
create innovative secure designs for innovative and legacy systems. The most senior level of
IASAE requires one of the following certifications: Certified Information Systems Security
Professional (CISSP)-Information Systems Security Architecture Professional (ISSAP) or
Certified Information Systems Security Professional (CISSP)- Information Systems Security
Engineering Professional (ISSEP). Certified Information Systems Security Professional (CISSP)Information Systems Security Architecture Professional (ISSAP)
This certification course covers six domains directly from the website to include:
1.
2.
3.
4.
5.

Security Architecture Analysis
Communication and Network Security
Physical Security Considerations
Cryptography
Technology-Related Business Continuity Planning (CP) and Disaster Recovery
Planning (DRP)
6. Access Control Systems and Methodology
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Certified Information Systems Security Professional (CISSP)-Information Systems Security
Engineering Professional (ISSEP)
This certification course covers four domains directly from the website to include:
1. United States Government Information Assurance (IA)-Related Policies and
Issuances
2. Certification and Accreditation (C&A)/Risk Management Framework (RMF)
3. Technical Management
4. ISSE-Information Systems Security Engineering
Therefore, the following knowledge domains for the Information Assurance System
Architect and Engineer (IASAE) Level III that was considered for input into the development of
the competency list are listed below.
1.
2.
3.
4.
5.

Security Architecture Analysis
Communication and Network Security
Physical Security Considerations
Cryptography
Technology-Related Business Continuity Planning (CP) and Disaster Recovery
Planning (DRP)
6. Access Control Systems and Methodology
7. Risk Management Framework (RMF)
8. Technical Management

Although, all these certifications are leaders in the industry and test cybersecurity learned
knowledge there are many downfalls to allowing employers to hire solely based off the
achievement of one of these certifications. Some of these certifications are vendor specific and do
not provide an information assurance practitioner or cybersecurity professional the flexibility of
being able to secure a variety of digital equipment.
Moreover, the certifications of these levels overlap which indicates that employees at
different levels in the Department of Defense (DoD) does not require unique competencies, skills,
or abilities. For instance, to be considered for an Information Assurance Manager Levels (IAM)
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level II, III, or any of the IASAE levels an individual can possess a Certified Information Systems
Security Professional (CISSP) certification or associate. This does not delineate any differences
for the qualifications for vastly different employment occupations.
2.5.3.10 Cybersecurity Service Provider (CSSP) Analyst
The Cybersecurity Service Provider (CSSP) Analyst must obtain one of the following
certifications: International Council of E-Commerce Consultants Inc. [US] (EC-Council)
Certified Ethical Hacker (CEH), Logical Operations CyberSec First Responder (CFR), CompTIA
Cybersecurity Analyst (CSA+), Global Information Assurance Certification (GIAC) Certified
Intrusion Analyst (GCIA), Global Information Assurance Certification (GIAC) Certified Incident
Handler (GCIH), Global Information Assurance Certification (GIAC) Global Industrial Cyber
Security Professional (GICSP), or the Cisco SCYBER certification. The CompTIA Cybersecurity
Analyst (CSA+) and the Global Information Assurance Certification (GIAC) Global Industrial
Cyber Security Professional (GICSP) is explained in the Information Assurance Technical Level
(IAT) Level II section. The Global Information Assurance Certification (GIAC) Certified Incident
Handler (GCIH) is explained in the Information Assurance Technical Level (IAT) Level III section.
2.5.3.11 International Council of E-Commerce Consultants Inc. [US] (EC-Council) Certified
Ethical Hacker (CEH)
This council has done a phenomenal job of aligning government, industry, and academia
information assurance and cybersecurity training strategies. There are three educational levels:
core, advanced and expert that aligns with the academia levels: Bachelor of Science in cyber
security, graduate certificate in cyber security, and Master of Science in cyber security.
The Certified Ethical Hacker (CEH) Certification has 18 knowledge domains directly from
the website to include:
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1. Introduction to ethical hacking
2. Foot printing and reconnaissance
3. Scanning networks
4. Enumeration
5. Sniffing
6. System hacking
7. Malware threats
8. Social engineering
9. Denial of service
10. Session hijacking
11. Hacking web applications
12. SQL injection
13. Hacking wireless networks
14. Hacking web servers
15. Hacking mobile platforms
16. Evading IDS, Firewalls, and Honeypot
17. Cloud computing
18. Cryptography
The Certified Ethical Hacker (CEH) certification is very similar to the Global Information
Assurance Certification (GIAC) Certified Incident Handler (GCIH) certification.
On July 6, 2017 the Department of Defense (DoD) approved the Logical Operations
CyberSec First Responder (CFR) certification as a recognized DoD 8570 compliant (Logical
Operations, 2017). The knowledge domains for this certification directly from the website are as
follows:
1.
2.
3.
4.

Threat Landscape
Passive Data-Driven Analysis
Active Asset and Network Analysis
Incident Response Lifecycle

The Global Information Assurance Certification (GIAC) Certified Intrusion Analyst (GCIA)
certification training objectives directly from the website are as follows:
1.
2.
3.
4.

Advanced Analysis and Network Forensics
Advanced IDS Concepts
Application Protocols
Concepts of TCP/IP and the Link Layer
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5. DNS
6. Fragmentation
7. IDS Fundamentals and Network Architecture
8. IDS Rules
9. IP Headers
10. IPv6
11. Network Traffic Analysis
12. Packet Engineering
13. Silk and Other Traffic Analysis Tools
14. TCP
15. Tcpdump Filters
16. UDP and ICMP
17. Wireshark Fundamentals
The Cisco SCYBER exam topics directly from the website include:
1.
2.
3.
4.
5.
6.

Information Gathering and Security Foundations
Event Monitoring
Security Events and Alarms
Traffic Analysis, Collection, and Correlation
Incident Response
Operational Communications

Therefore, the following topics for the Cybersecurity Service Provider (CSSP) Analyst that
was considered for input into the development of the competency list are listed below.
1. Introduction to ethical hacking
2. Foot printing and reconnaissance
3. Scanning networks
4. Sniffing
5. System hacking
6. Malware threats
7. Social engineering
8. Denial of service
9. Session hijacking
10. Hacking web applications
11. SQL injection
12. Hacking wireless networks
13. Hacking web servers
14. Hacking mobile platforms
15. Evading IDS, Firewalls, and Honeypot
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16. Cloud computing
17. Cryptography
18. Threat Landscape
19. Passive Data-Driven Analysis
20. Active Asset and Network Analysis
21. Incident Response Lifecycle
22. Advanced Analysis and Network Forensics
23. Advanced IDS Concepts
24. Application Protocols
25. Concepts of TCP/IP and the Link Layer
26. DNS
27. Fragmentation
28. IDS Fundamentals and Network Architecture
29. IDS Rules
30. IP Headers
31. IPv6
32. Network Traffic Analysis
33. Packet Engineering
34. Silk and Other Traffic Analysis Tools
35. TCP
36. Tcpdump Filters
37. UDP and ICMP
38. Wireshark Fundamentals
39. Information Gathering and Security Foundations
40. Event Monitoring
41. Security Events and Alarms
42. Traffic Analysis, Collection, and Correlation
43. Incident Response
44. Operational Communications
2.5.3.12 Cybersecurity Service Provider (CSSP) Infrastructure Support
To be employed as a Cybersecurity Service Provider (CSSP) Infrastructure Support one of
the following certifications is required: Certified Ethical Hacker (CEH), CompTIA Cybersecurity
Analyst (CSA+), Global Information Assurance Certification (GIAC) Global Industrial Cyber
Security Professional (GICSP), or (ISC)2 System Security Certified Practitioner (SSCP). The
Certified Ethical Hacker (CEH) certification is explained in the Cybersecurity Service Provider
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(CSSP) Analyst section.

The CompTIA Cybersecurity Analyst (CSA+) and the Global

Information Assurance Certification (GIAC) Global Industrial Cyber Security Professional
(GICSP) is explained in the Information Assurance Technical Levels (IAT) Level II section. The
System Security Certified Practitioner (SSCP) is explained at the Information Assurance Technical
(IAT) Level I.
2.5.3.13 Cybersecurity Service Provider (CSSP) Incident Responder
To be employed as a Cybersecurity Service Provider (CSSP) Incident Responder one of
the following certifications is required: Certified Ethical Hacker (CEH), Logical Operations
CyberSec First Responder (CFR), CompTIA Cybersecurity Analyst (CSA+), Global Information
Assurance Certification (GIAC) Certified Forensic Analyst (GCFA), Global Information
Assurance Certification (GIAC) Certified Incident Handler (GCIH), or Cisco SCYBER. The
Certified Ethical Hacker (CEH) certification, the Logical Operations CyberSec First Responder
(CFR) and SCYBER is explained in the Cybersecurity Service Provider (CSSP) Analyst section.
The CompTIA Cybersecurity Analyst (CSA+) is explained in the Information Assurance
Technical Level (IAT) Level II section. The Global Information Assurance Certification (GIAC)
Certified Incident Handler (GCIH) is explained in the Information Assurance Technical Level
(IAT) Level III section.
The Global Information Assurance Certification (GIAC) Certified Forensic Analyst
(GCFA) training objectives are as follows:
1.
2.
3.
4.
5.
6.
7.

Identification of Malicious System and User Activity
Incident Response in an Enterprise Environment
Incident Response Process and Framework
Timeline Artifact Analysis
Timeline Collection
Timeline Processing
Volatile Artifact Analysis
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8. Volatile Data Collection
9. Windows Filesystem Structure and Analysis
10. Windows System Artifact Analysis
Therefore, the following topics for the Cybersecurity Service Provider (CSSP) Incident
Responder that was considered for input into the development of the competency list are listed
below.
1. Identification of Malicious System and User Activity
2. Incident Response in an Enterprise Environment
3. Incident Response Process and Framework
2.5.3.14 Cybersecurity Service Provider (CSSP) Auditor
To be employed as a Cybersecurity Service Provider (CSSP) Auditor one of the following
certifications is required: Certified Ethical Hacker (CEH), CompTIA Cybersecurity Analyst
(CSA+), ISACA Certified Information Systems Auditor (CISA), Global Information Assurance
Certification (GIAC) Systems and Network Auditor (GSNA). The Certified Ethical Hacker (CEH)
certification is explained in the Cybersecurity Service Provider (CSSP) Analyst section. The
CompTIA Cybersecurity Analyst (CSA+) is explained in the Information Assurance Technical
Level (IAT) Level II section. The ISACA Certified Information Systems Auditor (CISA) is
explained in the Information Assurance Technical (IAT) Level III.
The Global Information Assurance Certification (GIAC) Systems and Network Auditor
(GSNA) training objectives directly from the website include:
1.
2.
3.
4.
5.

Auditing Concepts & Methodology
Auditing Networking Devices & Services
Auditing Unix Systems
Auditing Windows Systems
Web Application Security
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Therefore, the following topics for the Cybersecurity Service Provider (CSSP) Auditor that
was considered for input into the development of the competency list are listed below.
1. Auditing Concepts & Methodology
2. Auditing Networking Devices & Services
3. Web Application Security
2.5.3.15 Cybersecurity Service Provider (CSSP) Manager
To be employed as a Cybersecurity Service Provider (CSSP) Manager one of the
following certifications is required: Certified Information Security Manager (CISM) or Certified
Information Systems Security Professional (CISSP)- Information Systems Security Management
Professional (ISSMP). The ISACA Certified Information Security Manager (CISM) knowledge
domains are explained in the Information Assurance Manager Level (IAM) Level II section.

Certified Information Systems Security Professional (CISSP)- Information Systems Security
Management Professional (ISSMP)
This certification course covers five domains directly from the website to include:
1.
2.
3.
4.
5.

Security Leadership and Management
Security Lifecycle Management
Security Compliance Management
Contingency Management
Law, Ethics, and Incident Management

Therefore, the following topics for the Cybersecurity Service Provider (CSSP) Auditor
that was considered for input into the development of the competency list are listed below.
1.
2.
3.
4.
5.

Security Leadership and Management
Security Lifecycle Management
Security Compliance Management
Contingency Management
Law, Ethics, and Incident Management

62
2.5.4

Department of Homeland Security (DHS) Essential Body of Knowledge (EBK)
The Department of Homeland Security (DHS) created the Essential Body of Knowledge

(EBK) in 2001 immediately following the enactment of the President’s Critical Infrastructure
Protection Board (PCIPB). This document compiles portions of Information Technology (IT)
security information from the National Institute of Standards and Technology (NIST), the
Committee on National Security Systems (CNSS), as well as data from the public and private
industries.

Section two of this document outlines 14 core competencies that Information

Technology (IT) security practitioners should possess. These include: “data security, digital
forensics, enterprise continuity, incident management, Information Technology (IT) security
training and awareness, Information Technology (IT) systems operation and maintenance,
Network security and telecommunications, Personnel security, Physical and Environmental
security, Procurement, Regulatory and Standards Compliance, Risk Management, Strategic
Management, and System and Application Security. Each of these areas are then broken down
into four smaller components: “manage, design, implement and evaluate.”
Each competency level is defined, and the required knowledge and skills are identified for
each security professional. For instance, at the data security competency level a professional
should possess the ability to manage, design, implement and evaluate information security guiding
principles. An incident manager is expected to be able to plan, identify, execute, and evaluate all
internal and external information security occurrences. These individuals are expected to train,
coordinate, and analyze the appropriate resources to respond to hazardous information security
events. The Information Technology (IT) systems operation and maintenance practitioners most
critical task is to regularly assess and mitigate computer network security vulnerabilities.
The Department of Homeland Security (DHS) Essential Body of Knowledge (EBK) does
a great job of organizing knowledge levels and was developed with the intent to be a guide for
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higher education and civilian businesses. One of the goals for this document was to create a
consolidated document that disseminated information on the most effective way to teach, prepare
and improve information assurance and cybersecurity competencies (DHS EBK, 2007).
As well as this framework is recognized in several information assurance and cybersecurity
research (Cooper, Nickell, Piotrowski, Oldfield, Abdallah, Bishop, M., ... & Pérez, 2010). All the
security components from the Department of Homeland Security (DHS) Essential Book of
Knowledge (EBK) will be considered for input into the competency lists.

2.6

Academia models and concepts for Information Assurance and Cybersecurity Education
Currently there are too many standards that exist for information assurance and

cybersecurity practitioners. This makes it extremely difficult to identify the correct balance of
competencies for these practitioners. There is an extensive amount of cybersecurity undergraduate
and graduate programs at universities, professional certifications, and numerous competency lists
developed by government and private organizations. These entities have identified extensive
unique competency checklists. This attributes to the confusion in the information security
educational community.
A lack of consensus of what constitutes information assurance (IA) education has
led to IA degree programs with widely varying curricula” (Pérez, Cooper,
Hawthorne, Wetzel, Brynielsson, Gökce, & Philips, 2011, p.110).
Universities are creating entirely different educational standards for information assurance and
cybersecurity. Some universities are offering certificates versus a two to four-year degree while
others prepare students for civilian certifications (South, 2015, p. 85). This field drastically
changes constantly which makes it challenging to dictate standardized knowledge.
While the need to teach information assurance as a separate body of knowledge is
clearly important, the task of deciding what to include in the curriculum remains.
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Curricula have been found to vary greatly from one academic program to another
(Manson, Curl, & Torner, 2009, p.80).
There have been numerous government models created for universities to follow. This still
does not assist universities with developing similar knowledge, skills, and competencies. Without
these similarities measuring information assurance and cybersecurity competency levels will
remain a difficult if not impossible task.
The critical importance of information security curriculum at universities is stressed.
Therefore, it is appropriate to evaluate the quality of academic information security
programs and suggest changes or improvements in the curricula to ensure that
undergraduates and graduates have gained the required skills after completing their
studies (Hentea & Dhillon, 2006, p. 221).
The government, industry and academia must collaborate to formulate standard information
assurance and cybersecurity competency levels that can be used to assess the knowledge and skills
of these practitioners.
In this scenario, higher education institutions need to identify resources for
improving the information security education for future work force. It is critical to
analyze security education around the globe and identify improvements to ISA
curricula in universities (Hentea & Dhillon, 2006, p. 224).
There are many examples of academia institutions recognizing the importance for developing
competent cybersecurity practitioners that are prepared to enter the workforce. For example, Lord
Fairfax Community College (LFCC) launched a special program for educating cybersecurity
practitioners based solely on competencies.
"This program represents a new way of helping individuals acquire the
competencies to work in specific fields," said LFCC President, Dr. Cheryl
Thompson-Stacy. "Even those already possessing a degree can leverage their
existing knowledge to achieve a degree or certificate that makes them more
marketable."
In 2010 the Department of Labor (DOL) awarded Mohawk Valley Community College
2.78 million dollars to design and implement a cybersecurity competency training course to
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develop more cybersecurity practitioners for the workforce. However, in 2017 the need to
associate undergraduate and graduate curriculum with the government and industry remains a
challenge. The Joint Task Force for Cybersecurity education was formulated in 2015 and recently
released the latest report named Cybersecurity curricula on November 13, 2017. One of the
organization’s major goals is “to support the alignment of academic programs and industry needs
in cybersecurity (Joint Task Force Joint Task Force on Cybersecurity Education, 2017, p. 10). The
goal of this report is to provide academic universities with a baseline to develop and build
cybersecurity educational curriculum.
Furthermore, the Association for Computing Machinery (ACM) and IEEE Computer
Society’s 2017 Curriculum Guidelines for Undergraduate Degree Programs in Information
Technology still does not recognize cybersecurity as a computing discipline.
There have been other attempts where researchers have attempted to define the core knowledge,
skills, and abilities for cybersecurity practitioners but there is still no common framework.
Many academia researchers agree that the competencies of cybersecurity professionals
must have an interdisciplinary approach. Cybersecurity has become so large and common it is
necessary to possess technical and non-technical knowledge. Therefore, cybersecurity educational
knowledge and skills must build on other disciplines outside of cybersecurity, such as creating
legal policies, procedures and influencing information assurance compliance.
The importance of the NICE competency areas is evident in academia works, and this
framework has been used by several industries and universities to develop and maintain
cybersecurity competencies. In 2013 the University of Australia used 16 NICE competencies to
develop undergraduate and graduate curriculum that would assist practitioners with the ability to
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develop mechanisms to decrease and mitigate cybersecurity attacks. The 16 NICE competencies
and knowledge, skills and abilities that were used to develop this curriculum included:
1. Information Systems/Network Security
2. Assessment
3. Infrastructure Design
4. Operating Systems
5. Encryption
6. Cryptography
7. Identity Management
8. Incident Management
9. Computer Languages
10. Configuration Management
11. Computer Network Defense
12. Computer Forensics
13. Information Assurance
14. Vulnerabilities Assessment
15. Knowledge Management
16. Criminal Law (Martini & Choo, 2014, p. 4)
This program was planned with an active approach to teach cybersecurity offensive and defensive
measures. The intention was to allow students to transfer and utilize academic information in an
operational environment (Martini & Choo, 2014). Therefore, the following concepts from Martini
& Choo (2014) that will be considered for inclusion into the competency lists are listed below.
1. Information Systems/Network Security
2. Assessment
3. Infrastructure Design
4. Operating Systems
5. Encryption
6. Cryptography
7. Identity Management
8. Incident Management
9. Computer Languages
10. Configuration Management
11. Computer Network Defense
12. Computer Forensics
13. Information Assurance
14. Vulnerabilities Assessment
15. Knowledge Management
16. Criminal Law
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On November 10, 2015, the Assistant Secretary of Defense for Networks and Information
Integration/Department of Defense (DoD) Chief Information Officer released the Department of
Defense (DoD) directive for Information Assurance Workforce Improvement Program. The
framework outlines the processes to educate and supervise all information security Department of
Defense personnel. This manual groups the labor force into three functional levels defined by two
characteristics: category and specialty. Categories are Information Assurance (IA) Technical (IAT)
and Information Assurance (IA) Management (IAM). Specialties are Computer Network Defense
Service Providers (CND-SPs) and Information Assurance (IA) System Architects and Engineers
(IASAEs)” (DoD8570.01 directive., 2015, p. 18). This manual outlines the specific certification
courses and practical knowledge that is required for each specialty category. This framework plots
a selected few industry certifications knowledge domains with information assurance curriculum
concepts.
This curriculum was designed taking specific concepts from industry certifications that are
utilized to ensure government Information Assurance (IA) professionals at all levels possess the
needed competencies prior to being considered for employment.

International Information

Systems Security Certifications Consortium (ISC)2 has designed several information security
certifications. The industry certifications are broken into specific knowledge domains that an
individual has acquired upon receiving one of these certifications.
For instance, this research only considers the original eight identified by International
Information Systems Security Certifications Consortium (ISC)2.

The new ISC2 Certified

Information Systems Security Professional (CISSP) knowledge domains has been updated to ten
knowledge domains to include:
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These domains directly from the Certified Information Systems Security Professional (CISSP)
website include:
1. Access Control
2. Application Development Security
3. Business Continuity and Disaster Recovery Planning
4. Cryptography
5. Information Security Governance and Risk Management
6. Legal regulations, investigations, and compliance
7. Operations Security
8. Physical and Environmental Security
9. Security Architecture and Design
10. Telecommunications Network Security
Certified Secure Software Lifecycle Professional (CSSLP)
This certification covers eight domains to include:
1.
2.
3.
4.
5.
6.
7.
8.

Secure Software Concepts
Secure Software Requirements
Secure Software Design
Secure Software Implementation/Programming
Secure Software Testing
Software Lifecycle Management
Software Deployment, Operations, and Maintenance
Supply Chain and Software Acquisition

Certified Information Systems Security Professional (CISSP)- Information Systems Security
Architecture Professional (ISSAP)
This certification course covers six domains to include:
1.
2.
3.
4.
5.

Security Architecture Analysis
Communication and Network Security
Physical Security Considerations
Cryptography
Technology-Related Business Continuity Planning (CP) and Disaster Recovery
Planning (DRP)
6. Access Control Systems and Methodology
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Certified Information Systems Security Professional (CISSP)- Information Systems Security
Engineering Professional (ISSEP)
This certification course covers four domains to include:
1. United States Government Information Assurance (IA)-Related Policies and
Issuances
2. Certification and Accreditation (C&A)/Risk Management Framework (RMF)
3. Technical Management
4. ISSE-Systems Security Engineering
Certified Information Systems Security Professional (CISSP)- Information Systems Security
Management Professional (ISSMP)
This certification course covers five domains to include:
1.
2.
3.
4.
5.

Security Leadership and Management
Security Lifecycle Management
Security Compliance Management
Contingency Management
Law, Ethics, and Incident Management

International Council of E-Commerce Consultants Inc. [US] (EC-Council) Certified Ethical
Hacker (CEH)
The Certified Ethical Hacker Certification has 18 knowledge domains directly from the website
to include:
1. Introduction to ethical hacking
2. Foot printing and reconnaissance
3. Scanning networks
4. Enumeration
5. Sniffing
6. System hacking
7. Malware threats
8. Social engineering
9. Denial of service
10. Session hijacking
11. Hacking web applications
12. SQL injection
13. Hacking wireless networks
14. Hacking web servers
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15. Hacking mobile platforms
16. Evading IDS, Firewalls, and Honeypot
17. Cloud computing
18. Cryptography
Additionally, the council has aligned its certifications with the National Initiative for Cyber
Security Education (NICE) specialty areas. These areas are:
1. Protect and Defend
a. Cybersecurity Defense Analysis
b. Cybersecurity Defense Infrastructure Support
c. Incident Response
d. Vulnerability Assessment and Management
2. Securely Provision
a. Test and Evaluation
3. Analyze
a. Threat Analysis
b. Exploitation Analysis
The International Information Systems Security Certifications Consortium (ISC)2 and the
International Council of E-Commerce Consultants Inc. [US] (EC-Council) has designed several
certifications for numerous levels of cybersecurity professionals. These certification exams have
proven that it tests various levels of knowledge, skills, and abilities. However, these certifications
should not be the only criteria for evaluating cybersecurity competencies.
This classification systems identifies core competencies for 36 separate information
security personnel. This model used the basic concepts from two of the top governmental security
frameworks, the National Initiative for Cyber Security Education (NICE) and the Department of
Homeland Security (DHS) Essential Book of Knowledge (EBK). This design identified generic
worker competencies and detailed competencies for information security specialists. The core
multi-disciplinary competencies for this framework include:
1.
2.
3.
4.

Communication
Information utilization
Global Competency
Problem solving
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5.
6.
7.
8.
9.

Self-regulation
Comprehensive thinking ability
Public Interest
Variety
Open Attitude

The information security specific elements are:
1. Development
2. Advanced infiltration and protection
3. Post-investigation
4. Collection and decryption
5. Diagnosis and evaluation
6. Management
7. Supervision oversight
8. Work continuity
9. Accident response
10. Personnel security
11. Physical security
12. Security education
13. Policy and standard establishment
14. Planning (Kang, Na, & Chang, 2016)
Overall, this research found that the most relevant job competencies for cybersecurity
workers are “information utilization, global competency, and communication (Kang, Na, & Chang,
2016, p.114).
This research highlights the Department of Homeland Security (DHS) fifteen competencies
for Information Technology (IT) security specialists. These fifteen competencies span across eight
unique roles that are broken into two functions of managerial and technical levels.
competencies include:
1.
2.
3.
4.
5.
6.
7.
8.
9.

Data (Information) Security
Digital Forensics
Enterprise Architecture
Enterprise Continuity (Disaster Recovery)
Incident Management
Information Security (IS) Training and Awareness
IT Systems Operations and Maintenance
Network and Telecommunications Security
Physical and Personnel Security

The
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10. Policies, Standards, and Compliance (Information Assurance)
11. Privacy
12. Procurement
13. Security Risk Management
14. Strategic Security Management
15. System and Application Security (Miloslavskaya & Tolstoy, 2016)
There are two additional recommended competencies to add to this list: Internet of Things
(IoT) security and Cloud security. To develop these suggested competencies the authors examined
United States Department of Homeland Security Competency and Functional Framework for
Information Technology (IT) Security Workforce Development and the National Initiative for
Cybersecurity Education (NICE). In addition, the Australian cybersecurity capability framework
was analyzed as well as the European e-Competence Framework.

2.7

Necessity to align government, industry, and academia competencies

Still, there are currently too many different competencies being utilized amongst
government, industry, and academia to determine the key competencies for information assurance
and cybersecurity practitioners. These requirements were identified as early as 1987 when the
National Computer Security Center (NCSC), of the United States National Security Agency (NSA)
convened a panel to construct undergraduate information assurance educational material (Cooper,
Nickell, Piotrowski, Oldfield, Abdallah, Bishop, & Pérez, 2010).
Furthermore, the need for an all-encompassing information assurance and cybersecurity
competency lists still exists. Holly Zanville, senior adviser for credentialing and workforce
development Lumina Foundation has put together a group of experts to try to develop a better
method for identifying and recognizing the correct competency balance for cybersecurity
practitioners. She recognizes that there are too many existing cybersecurity standards. She
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remarks, “the influx of credentials is causing plenty of confusion for students, employers and
policymakers”.
Still, there is much debate about treating information assurance and cybersecurity like other
professions. The complexities of this discipline and the multiple goals of the government, industry
and academia are some of the few excuses of practitioners from all levels. “Cybersecurity is
currently an immature and ill-defined subject and not a true discipline since it lacks some of the
criteria normally applied to disciplines” (McGettrick, Cassel, Dark, Hawthorne, & Impagliazzo,
2014, p. 81). However, historical research proves that many researchers and specialists agree that
these groups need to collaborate to develop common competencies. Zanville’s organization has
assembled a group comprised of experts from government, industry and academia to create “a
common language based on competencies and to pursue public policy that builds pathways to more
advanced careers” (Collet, 2017, p.2).
In addition, the Advanced Cyber Security Center (ACSC) recognizes the need for
government, industry, and academia collaboration to identify the most critical competencies to
educate and train cybersecurity practitioners. The group teamed up with the Army National Guard
this summer and during the training exercise Army commanders, industry security officers, and
cybersecurity academia experts worked in a partnership to identify improved educational training
initiatives (ACSC staff, 2017). This information needs to be synthesized into a generic framework
that allows more standardized competencies to be identified for the information assurance and
cybersecurity profession.

2.8

Commonalities amongst government, industry, and academia competencies

Many of the researched material had commonalities across government, industry, and
academia standards. For instance, in numerous articles authors noted that information assurance
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and cybersecurity is a “multi-disciplinary” field and technical knowledge is not the only
fundamental involved with educating the force (Theoharidou & Gritazalis, 2007, p. 1). Some other
common trends amongst all concepts included “cryptography, ethics, legal, access control, and
project management (CAE, Theoharidou & Gritazalis, 2007, p. 67). Many of the researched
concepts agreed that information assurance and cybersecurity practitioners require a combination
of technical and non-technical skills, knowledge, and competencies.
The focus group wanted to see two additional components incorporated into
education and training programs in information security: business skills and
communication skills. The group felt that a world-class security program would
consist of technical knowledge and skills, technical experiences, and business and
communications skills (Morneau, 2004, p. 30).
In addition, many of the concepts mentioned the importance of ensuring that higher level
management is competent on planning, designing, and implementing cybersecurity policy. Still
some of the most common information assurance and cybersecurity competencies that span
across the government, industry and academia are listed below.
1. Access control (Andel & McDonald, 2013; Bacon & Tikekar, 2003; Bishop & Frincke,
2007; Bogolea & Wijekumar, 2004; Cisco CCNP, 2017; CISSP, 2017; CISSP-ISSAP, 2017;
Crowley, 2003; Fung, Farn & Lin, 2003; GIAC GCIH, 2017; GIAC GICSP, 2017; GIAC
GSEC, 2017; GIAC GSLC, 2017; Harris & Patten, 2015)
2. Acquisitions & Procurement (Crowley, 2003; CSSLP, 2017; DHS EBK, 2008; ISACA
CISA, 2017)
3. Business Fundamentals and Business Continuity Planning (Apollo Education Group
Enterprise Security Competency Model, 2015; Armstrong & Jayaratna, 2002; Bishop &
Frincke CBK, 2007; Dark & Davis, 2002; DOL, 2014; Fung, Farn & Lin, 2003)
4. Cryptography (Andel & McDonald, 2013; Armstrong & Jayaratna, 2002; Bacon & Tikekar,
2003; Bishop & Frincke, 2007; Bogolea & Wijekumar, 2004; CISSP, 2017; Crowley, 2003;
Dark & Davis, 2002; GIAC GSEC, 2017; Harris & Patten, 2015; Hentea & Dhillon, 2006;
ISC2 CBK, 2017; Lawrence-Fowler, 2013; McGettrick, Cassel, & Dark, 2014; Schneider,
2011)
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5. Digital and Computer Forensics (Armstrong & Jayaratna, 2002; Andel & McDonald 2013;
Bogolea & Wijekumar, 2004; Bouras, Zainal & Abdulwahad, 2016; Crowley, 2003; Dark &
Davis, 2002; DHS EBK, 2008; GIAC GCED, 2017; GIAC GSEC, 2017; Hentea & Dhillon,
2006; Lawrence-Fowler, 2013; Martini & Choo, 2014; Miloslavskaya, & Tolstoy, 2016,
NICE Cybersecurity Framework, 2017)
6. Ethics, Law and Policy (Andel & McDonald, 2013; Apollo Education Group Enterprise
Security Competency Model 2015; Armstrong & Jayaratna, 2002; Bacon & Tikekar, 2003;
Bishop & Frincke, 2007; Bouras, Zainal & Abdulwahad, 2016; Butler, Maconachy, &
Barker, 2016; Cassel, & Dark, 2014; CISSP-ISSMP, 2017; Crowley, 2003; Dark & Davis,
2002; Harris & Patten, 2015; Hentea & Dhillon, 2006; Jovanovic & Harris, 2016; Kang, Na
& Chang, 2016; Lawrence-Fowler, 2013; McGettrick, Cassel, & Dark, 2014; NICE
Cybersecurity Framework, 2017; Online Trust Alliance (OTA) an Internet Society Initiative,
2017)
7. Incident Management and Response (Apollo Education Group Enterprise Security
Competency Model, 2015; Crowley, 2003; DHS EBK, 2008; DOL, 2014; GIAC GCED,
2017; NICE Cybersecurity Framework, 2017)
8. Information Security training education and awareness (DHS EBK, 2008; GIAC GSLC,
2017; Miloslavskaya & Tolstoy, 2016; NICE Cybersecurity Framework, 2017)
9. Network Security and Telecommunications (Andel & McDonald, 2013; Armstrong &
Jayaratna, 2002; Bishop & Frincke, 2007; CISSP, 2017; Crowley, 2003; DHS EBK, 2008;
ISC2 CBK; LeClair, Abraham, & Shih, 2013; Rowe, Lunt & Ekstrom, 2011)
10. Physical, Personnel and Environmental Security (Apollo Education Group Enterprise
Security Competency Model, 2015; Bishop & Frincke, 2007; Crowley, 2003; DHS EBK,
2008; Fung, Farn & Lin, 2003; LeClair, Abraham, & Shih, 2013)
11. Program and Project Management (Armstrong & Jayaratna, 2002; Bishop & Frincke,
2007 CISSP-ISSMP, 2017; Crowley, 2003; DHS EBK, 2008; Harris & Patten, 2015;
Jovanovic & Harris, 2016; Kang, Na & Chang, 2016; Lawrence-Fowler, 2013; LeClair,
Abraham, & Shih, 2013; Miloslavskaya & Tolstoy ,2016; NICE Cybersecurity Framework,
2017)
12. Security Risk Management and Practices (Apollo Education Group Enterprise Security
Competency Model, 2015; Armstrong & Jayaratna, 2002; Bogolea & Wijekumar, 2004,
CISSP, 2017; Crowley, 2003; DHS EBK, 2008; DOL, 2014; GIAC GCED, 2017; GIAC
GSEC, 2017)
13. Security Systems Design Architecture and Models (Andel & McDonald, 2013; Armstrong
& Jayaratna, 2002; Bishop & Frincke, 2007; CSSLP, 2017; Crowley, 2003; Dark & Davis,
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2002; GIAC GSEC, 2017; Hentea & Dhillon, 2006; LeClair, Abraham, & Shih, 2013; NICE
Cybersecurity Framework, 2017; Stackpole, 2014)
14. Strategic Cybersecurity Management (Andel & McDonald 2013; Apollo Education Group
Enterprise Security Competency Model, 2015; Bacon & Tikekar, 2003; Bogolea &
Wijekumar, 2004; Crowley, 2003; DHS EBK, 2008; Dark & Davis, 2002; Fung, Farn & Lin,
2003; GIAC GSEC, 2017; Miloslavskaya & Tolstoy, 2016; NICE Cybersecurity Framework,
2017; Schneider, 2011)

2.9

Information Assurance and
Cybersecurity
Government Definition concepts

Information Assurance and
Cybersecurity Industry definition
concepts

Information Assurance and
Cybersecurity Academia
Definition Concepts

Competency List Formulation
Highlights of Information
Assurance and Cybersecurity
Frameworks used to develop
competency lists
Government: Develops and
manages information security
strategy, corporate policy and
compliance; Develops and
enforces security policy and
procedures; Develops and
evaluates the Design and
management of security awareness
programs;
Industry: Strategic/global thinker;
Communicates and influences
senior management; Specializes in
risk management, application
security, and incident response;
Aligns security strategy with goals
and priorities of the organization;
Develops and implements security
policies and procedures
Academia: Responsible for
enterprise wide security planning
& operations

Information Assurance and
Cybersecurity competencies that
align across government, industry
and academia
1. Access Control
2. Acquisitions and Procurement
3. Business Fundamentals
4. Business Continuity Planning
5. Cryptography
6. Digital and Computer Forensics
7. Ethics, Law and Policy
8. Incident Management and
Response
9. Information Security Training
Education and Awareness
10. Network Application Security
and Telecommunications
11. Physical, Personnel and
Environmental Security
12. Program and Project
Management
13. Security Risk Management
and Practices
14. Security Systems Design
Architecture and Models

Figure 7: Information Assurance and Cybersecurity Competencies. This figure depicts the
common competencies from government, industry and academia that will be considered for input
into the development of the three-information assurance and cybersecurity competency lists.

2.10 Competency List Descriptions
The competency list descriptions were developed by combining the definitions from
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government, industry, and academia. There are fourteen competencies that were identified to be
important amongst government, industry, and academia. Those fourteen concepts are Access
Control, Acquisition and Procurement, Business Fundamentals, Business Continuity Planning,
Cryptography, Digital and Computer Forensics, Ethics, Law and Policy, Incident Management and
Response, Information Security Training Education and Awareness, Network Application
Security and Telecommunications, Physical, Personnel and Environmental Security, Program and
Project Management, Security Risk Management and Practices, Security Systems Design
Architecture and Models.
The descriptions are slightly different for each level. The competency descriptions were
formulated with the assumption that the lower level concepts identified at the entry level have
already been mastered by individuals in the mid and senior levels. All the competency descriptions
were formulated by taking commonalities from government, industry, and academia frameworks
and models. There is one overall definition for each competency and then this definition is broken
into different components to define the competency for the senior level, mid-level, and entry level
information assurance and cybersecurity practitioner.
1. Access control
This competency description was formulated using concepts from the government’s
National Initiative for Cybersecurity Education (NICE) Knowledge Unit (KU) map. In
addition, these concepts were combined with four industry certifications and two academia
curriculum developments. The four industry certifications that were utilized are Certified
Information

Systems

Security Professional

(CISSP)-Information

Systems

Security

Architecture Professional (ISSAP), Global Information Assurance Certification (GIAC)
Global Industrial Cyber Security Professional (GICSP), Global Information Assurance
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Certification (GIAC) Security Essentials Certification (GSEC), and the Global Information
Assurance Certification (GIAC) Security Leadership Certification (GSLC). For academia
inclusion elements from Andel & McDonald’s (2013) A systems approach to cyber assurance
education and Theoharidou & Gritazalis (2007) Common body of knowledge for information
security was utilized to formulate the Access Control Competency description. See Figure 8
for detailed Access Control Competency descriptions for the senior, mid and entry levels for
information assurance and cybersecurity practitioners and professionals.

1. Access Control Competency
Description

Highlights of Information
Assurance and Cybersecurity
Frameworks used to develop the
Access Control Competency
Description
Government: National Initiative
for Cybersecurity Education
Knowledge Unit Map
Industry: CISSP-ISSAP; GIAC
GICSP; GIAC GSEC; GIAC
GSLC
Academia: Andel & McDonald,
2013;Theoharidou & Gritazalis,
2007

The ability to apply knowledge to
identify, authenticate and
authorize appropriate user access
to digital systems.
The ability to incorporate and
analyze the fundamental concepts
of access control.
The ability to manage and create
user accounts, passwords and
access control lists.
Knowledge of access control
models and directory services.
Knowledge of organizational
policies that will influence the
development and assessment of
access control rules.
Skill in developing and applying
user access management systems.
Skill in maintaining knowledge of
threats to account credentials and
systems access.

Senior Level Access Control
Competency Description
Knowledge of organizational
policies that will influence the
development and assessment of
access control rules.
Mid-level Access Control
Competency Description
The ability to incorporate and
analyze the fundamental concepts
of access control.
Knowledge of access control
models and directory services.
Skill in developing and applying
user access management systems.
Entry Level Access Control
Competency Description
The ability to apply knowledge to
identify, authenticate and
authorize appropriate user access
to digital systems.
Skill in maintaining knowledge of
threats to account credentials and
systems access.

Figure 8: Access Control Competency Description. This figure depicts the common competencies
from government, industry and academia that were used to formulate the Access Control
Competency Description.
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2. Acquisitions & Procurement
This competency description was formulated using concept information from the
government’s National Initiative for Cybersecurity Education (NICE) Knowledge Unit (KU)
map and the Department of Homeland Security (DHS) Essential Book of Knowledge (EBK).
In addition, these concepts were combined with four industry certifications and two academia
curriculum developments. The three industry certifications that were utilized are Certified
Information Systems Security Professional (CISSP), Global Information Assurance
Certification (GIAC) Security Leadership Certification (GSLC) and Certified Secure Software
Lifecycle Professional (CSSLP). For academia inclusion elements from Crowley’s (2003)
Information system security curricula development was utilized to formulate the Acquisition
and Procurement Competency.

See Figure 9 for detailed Acquisition and Procurement

Competency descriptions for the senior, mid and entry level information assurance and
cybersecurity practitioners and professionals.
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2. Acquisitions and Procurement
Competency Description

Highlights of Information
Assurance and Cybersecurity
Frameworks used to develop the
Acquisitions and Procurement
Competency Description
Government: National Initiative
for Cybersecurity Education
Knowledge Unit Map;
Department of Homeland Security
(DHS) Essential Book of
Knowledge (EBK)
Industry: CISSP; GIAC GSLC;
CSSLP
Academia: Crowley, 2003

The ability to apply security
knowledge to analyze third party
vendors acquisition processes and
products.
Possesses the knowledge to assist
with the development of
cybersecurity organizational
acquisition and procurement
policies.
Possesses the skills to collaborate
with all parties involved in the
procurement and acquisition
processes.
The ability to develop security
principles for the procurement of
all organizational tangible and
intangible assets.
The ability to analyze all internal
and external security
requirements for acquisition
plans, processes, operations, and
services.

Senior Level Acquisition and
Procurement Competency
Description
Possesses the skills to collaborate
with all parties involved in the
procurement and acquisition
processes.
The ability to develop security
principles for the procurement of
all organizational tangible and
intangible assets.
The ability to analyze all internal
and external security
requirements for acquisition
plans, processes, operations, and
services.
Mid-level Acquisition and
Procurement Competency
Description
Possesses the knowledge to assist
with the development of
cybersecurity organizational
acquisition and procurement
policies.
The ability to apply security
knowledge to analyze third party
vendors acquisition processes and
products.
Entry Level Acquisition and
Procurement Competency
Description

Figure 9: Acquisitions and Procurement Competency Description. This figure depicts the common
competencies from government, industry and academia that were used to formulate the
Acquisitions and Procurement Competency Description.
3. Business Fundamentals
This competency description was formulated using concepts from the government’s
National Initiative for Cybersecurity Education (NICE) Knowledge Unit (KU) map and the
Department of Homeland Security (DHS) Essential Book of Knowledge (EBK). In addition,
these concepts were combined with two industry certifications and one academia curriculum
development. The two industry certifications that were utilized are Certified Information
Systems Security Professional (CISSP) and Global Information Assurance Certification
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(GIAC) Security Leadership Certification (GSLC). For academia inclusion elements from
Harris & Patten (2015) Using Bloom's and Webb's taxonomies to integrate emerging
cybersecurity topics into a computing curriculum was utilized to formulate the Business
Fundamentals Competency description. See Figure 10 for detailed Business Fundamentals
Competency descriptions for the senior, mid and entry level information assurance and
cybersecurity practitioners and professionals.

3. Business Fundamentals
Competency Description
Highlights of Information
Assurance and Cybersecurity
Frameworks used to develop the
Business Fundamentals
Competency Description
Government: National Initiative
for Cybersecurity Education
Knowledge Unit Map;
Department of Homeland Security
(DHS) Essential Book of
Knowledge (EBK)
Industry: CISSP; GIAC GSLC
Academia: Harris & Patten, 2015

The ability to communicate the
Net Present Value (NPV), Internal
Rate of Return (IRR), and Return
on Investment (ROI) for security
mechanisms to secure the
necessary monetary support for
security operations.
Possesses the knowledge of
strategic organization goals and
processes that are needed to asses
the value of the company’s
intellectual property and data.
Possesses the skills and knowledge
to collect, report, and
communicate security incidents to
internal and external parties.

Senior Level Business
Fundamentals Competency
Description
Possesses the knowledge of
strategic organization goals and
processes that are needed to asses
the value of the company’s
intellectual property and data.
Mid-level Business Fundamentals
Competency Description
The ability to communicate the
Net Present Value (NPV), Internal
Rate of Return (IRR), and Return
on Investment (ROI) for security
mechanisms to secure the
necessary monetary support for
security operations.
Entry Level Business
Fundamentals Competency
Description
Possesses the skills and knowledge
to collect, report, and
communicate security incidents to
internal and external parties.

Figure 10: Business Fundamentals Competency Description. This figure depicts the common
competencies from government, industry and academia that were used to formulate the Business
Fundamentals Competency Description.
4. Business Continuity Planning
This competency description was formulated using concepts from the government’s
National Initiative for Cybersecurity Education (NICE) Knowledge Unit (KU) map and the
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Department of Homeland Security (DHS) Essential Book of Knowledge (EBK). In addition,
these concepts were combined with six industry certifications and two academia curriculum
developments. The five industry certifications that were utilized are Certified Information
Systems Security Professional (CISSP), Global Information Assurance Certification (GIAC)
Global Industrial Cyber Security Professional (GICSP), Global Information Assurance
Certification (GIAC) Security Essentials Certification (GSEC), Global Information Assurance
Certification (GIAC) Security Leadership Certification (GSLC) and Certified Secure Software
Lifecycle Professional (CSSLP). For academia inclusion elements from Harris & Patten
(2015) Using Bloom's and Webb's taxonomies to integrate emerging cybersecurity topics into
a computing curriculum was utilized to formulate the Business Continuity Planning
Competency description. See Figure 11 for detailed Business Continuity Planning Competency
descriptions for the senior, mid and entry level information assurance and cybersecurity
practitioners and professionals.
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4. Business Continuity Planning
Competency
Highlights of Information
Assurance and Cybersecurity
Frameworks used to develop the
Business Continuity Planning
Competency Description
Government: National Initiative
for Cybersecurity Education
Knowledge Unit Map;
Department of Homeland Security
(DHS) Essential Book of
Knowledge (EBK)
Industry: CISSP; GIAC GICSP;
GIAC GSEC; GIAC GSLC;
CSSLP
Academia: Theoharidou &
Gritazalis, 2007; Harris & Patten,
2015

Possesses the knowledge to build,
develop and assess contingency
and disaster recovery plans.
The ability to lead and manage
cybersecurity disaster recovery
teams.
The ability to analyze the
consequences to organizational
assets in the event of a
cybersecurity breach.
The ability to develop
cybersecurity frameworks and
models to create security
reporting documentation and
procedures.

Senior Level Business Continuity
Planning Competency Description
Possesses the knowledge to build,
develop and assess contingency
and disaster recovery plans.
Mid-level Business Continuity
Planning Competency Description
The ability to lead and manage
cybersecurity disaster recovery
teams.
The ability to develop
cybersecurity frameworks and
models to create security
reporting documentation and
procedures.
Entry Level Business Continuity
Planning Competency Description
The ability to analyze the
consequences to organizational
assets in the event of a
cybersecurity breach.

Figure 11: Business Continuity Planning Competency Description. This figure depicts the
common competencies from government, industry and academia that were used to formulate the
Business Continuity Planning Competency Description.
5. Cryptography
This competency description was formulated using concepts from the government’s
National Initiative for Cybersecurity Education (NICE) Knowledge Unit (KU) map. In
addition, these concepts were combined with two industry certifications and four academia
curriculum developments. The two-industry certification that were utilized are Global
Information Assurance Certification (GIAC) Global Industrial Cyber Security Professional
(GICSP) and the Global Information Assurance Certification (GIAC) Security Leadership
Certification (GSLC). For academia inclusion elements from Andel and McDonald’s (2013)
A systems approach to cyber assurance education, Crowley’s (2003) Information system
security curricula development, Dark & Davis (2002) Report on information assurance
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curriculum development and Theoharidou & Gritazalis (2007) Common body of knowledge
for information security was utilized to formulate the Cryptography Competency description.
See Figure 12 for detailed Cryptography Competency descriptions for the senior, mid and entry
level information assurance and cybersecurity practitioners and professionals.

5. Cryptography Competency
Description

Highlights of Information
Assurance and Cybersecurity
Frameworks used to develop the
Cryptography Competency
Description
Government: National Initiative
for Cybersecurity Education
Knowledge Unit Map
Industry: GIAC GICSP; GIAC
GSLC
Academia: Andel & McDonald,
2013; Crowley, 2003; Dark &
Davis, 2002; Theoharidou &
Gritazalis, 2007

The ability to apply knowledge of
encryption and decryption.
The ability to construct and
analyze digital signatures,
certifications, hash algorithms,
symmetric and asymmetric
(public-key) algorithms.
Possesses the ability to construct
and analyze cryptographic
protocols.
The ability to detect possible
attacks to cryptosystems
(cryptanalysis).
Possesses knowledge of digital
signatures, certifications, hash
algorithms, symmetric and
asymmetric (public-key)
algorithms.
Possesses knowledge of encryption
and decryption algorithms and
methodologies.
Possesses knowledge of
cryptographic infrastructures.

Senior Level Cryptography
Competency Description
Possesses knowledge of encryption
and decryption algorithms and
methodologies.
Possesses knowledge of
cryptographic infrastructures.
Mid-level Cryptography
Competency Description
Possesses the ability to construct
and analyze cryptographic
protocols.
The ability to apply knowledge of
encryption and decryption.
Entry Level Cryptography
Competency Description
The ability to construct and
analyze digital signatures,
certifications, hash algorithms,
symmetric and asymmetric
(public-key) algorithms.
The ability to detect possible
attacks to cryptosystems
(cryptanalysis).

Figure 12: Cryptography Competency Description. This figure depicts the common competencies
from government, industry and academia that were used to formulate the Cryptography
Competency Description.
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6. Digital and Computer Forensics
This competency description was formulated using concept information from the
government’s National Initiative for Cybersecurity Education (NICE) Knowledge Unit (KU)
map and the Department of Homeland Security(DHS) Essential Book of Knowledge (EBK).
In addition, these concepts were combined with one industry certification and three academia
curriculum developments. The one industry certification that was used is the Global
Information Assurance Certification (GIAC) Certified Enterprise Defender (GCED). For
academia inclusion elements from Andel and McDonald’s (2013) A systems approach to cyber
assurance education, Armstrong & Jayaratna’s (2002) Internet security management: A joint
postgraduate curriculum design and Bogolea & Wijekumar (2004) Information security
curriculum creation: a case study was utilized to formulate the Digital and Computer Forensics
Competency description. See Figure 13 for the detailed Digital and Computer Forensics
Competency descriptions for the senior, mid and entry level information assurance and
cybersecurity practitioners and professionals.
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6. Digital and Computer Forensics
Competency Description

Highlights of Information
Assurance and Cybersecurity
Frameworks used to develop the
Digital and Computer Forensics
Competency Description
Government: National Initiative
for Cybersecurity Education
Knowledge Unit Map;
Department of Homeland Security
(DHS) Essential Book of
Knowledge (EBK)
Industry: GIAC GCED
Academia: Andel & McDonald,
2013; Armstrong & Jayaratna,
2002; Bogolea & Wijekumar, 2004

The ability to apply knowledge to
prevent, detect, and validate
digital and computer forensics
crime.
Possesses the knowledge of digital
and computer forensics strategies,
tools, and processes.
The ability to develop digital
forensic law, policies, and
regulations.
The ability to lead and manage
digital and computer forensic
teams.
The ability to communicate digital
and computer forensics directives,
policies, laws, and regulations.
The ability to perform digital
forensics activities while
considering legal and regulatory
guidance.
The ability to analyze and report
digital forensic evidence.
The ability to monitor and assess
digital and computer forensics
computer crime.
Possesses the skills and knowledge
to implement first responder
tactics.

Senior Level Digital and
Computer Forensics Competency
Description
Possesses the knowledge of digital
and computer forensics strategies,
tools, and processes.
The ability to develop digital
forensic law, policies, and
regulations.
Mid-level Digital and Computer
Forensics Competency Description
The ability to lead and manage
digital and computer forensic
teams.
The ability to communicate digital
and computer forensics directives,
policies, laws, and regulations.
The ability to analyze and report
digital forensic evidence.
The ability to monitor and assess
digital and computer forensics
computer crime.
Entry Level Digital and Computer
Forensics Competency Description
The ability to apply knowledge to
prevent, detect, and validate
digital and computer forensics
crime.
The ability to perform digital
forensics activities while
considering legal and regulatory
guidance.
Possesses the skills and knowledge
to implement first responder
tactics.

Figure 13: Digital and Computer Forensics Competency Description. This figure depicts the
common competencies from government, industry and academia that were used to formulate the
Digital and Computer Forensics Competency Description.

88
7. Ethics, Law and Policy
This competency description was formulated using concept information from the
government’s National Initiative for Cybersecurity Education (NICE) Knowledge Unit (KU)
map and the Department of Homeland Security(DHS) Essential Book of Knowledge (EBK).
In addition, these concepts were combined with three industry certifications and five academia
curriculum developments. The three industry certifications that were used are Certified
Information Systems Security Professional (CISSP), Certified Information Systems Security
Professional (CISSP)-Information Systems Security Architecture Professional (ISSAP), and
the Global Information Assurance Certification (GIAC) Global Industrial Cyber Security
Professional (GICSP). For academia inclusion elements from Andel and McDonald’s (2013)
A systems approach to cyber assurance education, Crowley’s (2003) Information system
security curricula development, Dark & Davis (2002) Report on information assurance
curriculum development, Harris & Patten (2015) Using Bloom's and Webb's taxonomies to
integrate emerging cybersecurity topics into a computing curriculum and Theoharidou &
Gritazalis, 2007 Common body of knowledge for information security was utilized to
formulate the Ethics, Law and Policy Competency description. See Figure 14 for detailed
Ethics, Law and Policy Competency descriptions for the senior, mid and entry level
information assurance and cybersecurity practitioners and professionals.
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7. Ethics, Law and Policy
Competency Description

Highlights of Information
Assurance and Cybersecurity
Frameworks used to develop the
Ethics, Law, and Policy
Competency Description
Government: National Initiative
for Cybersecurity Education
Knowledge Unit Map;
Department of Homeland Security
(DHS) Essential Book of
Knowledge (EBK)
Industry: CISSP; CISSP-ISSAP;
GIAC GICSP
Academia: Andel & McDonald,
2013; Crowley, 2003; Dark &
Davis, 2002; Harris & Patten,
2015; Theoharidou & Gritazalis,
2007

The ability to apply knowledge to
develop, implement and assess
information assurance and
cybersecurity policies.
Possesses the knowledge to build
acceptable use policies.
The ability to lead and manage
internal and external
organizational contributors to
produce information assurance
and cybersecurity policies.
The ability to communicate
information assurance and
cybersecurity regulatory concerns
to the entire organization.
The capacity to measure the
effectiveness of information
assurance and cybersecurity
policy.
The ability to incorporate security
policy into all organizational
activities.
The ability to analyze legal and
regulatory guidance that may
impact internal organizational
information assurance and
cybersecurity policies.
The ability to analyze and validate
social, ethical and legal input
when developing information
assurance and cybersecurity
policies.

Senior Level Access Control
Description
The ability to apply knowledge to
develop, implement and assess
information assurance and
cybersecurity policies.
The ability to lead and manage
internal and external
organizational contributors to
produce information assurance
and cybersecurity policies.
The ability to communicate
information assurance and
cybersecurity regulatory concerns
to the entire organization.
Mid-level Access Control
Description
Possesses the knowledge to build
acceptable use policies.
The capacity to measure the
effectiveness of information
assurance and cybersecurity
policy.
The ability to analyze and validate
social, ethical and legal input
when developing information
assurance and cybersecurity
policies.
Entry Level Access Control
Description
The ability to incorporate security
policy into all organizational
activities.
The ability to analyze legal and
regulatory guidance that may
impact internal organizational
information assurance and
cybersecurity policies.

Figure 14: Ethics, Law, and Policy Competency Description. This figure depicts the common
competencies from government, industry and academia that were used to formulate the Ethics,
Law, and Policy Competency Description.
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8. Incident Management and Response
This competency description was formulated using concept information from the
Department of Homeland Security(DHS) Essential Book of Knowledge (EBK). In addition,
these concepts were combined with three industry certifications and one academia curriculum
development. The three industry certifications that were used are Global Information
Assurance Certification (GIAC) Certified Incident Handler (GCIH), Global Information
Assurance Certification (GIAC) Global Industrial Cyber Security Professional (GICSP), and
the Global Information Assurance Certification (GIAC) Security Leadership Certification
(GSLC). For academia inclusion elements from Dark & Davis (2002) Report on information
assurance curriculum development was utilized to formulate the Incident Management and
Response Competency description. See Figure 15 for detailed Incident Management and
Response Competency descriptions for the senior, mid and entry level information assurance
and cybersecurity practitioners and professionals.
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8. Incident Management and
Response Competency Description

Highlights of Information
Assurance and Cybersecurity
Frameworks used to develop the
Incident Management and
Response Competency Description
Government: Department of
Homeland Security (DHS)
Essential Book of Knowledge
(EBK)
Industry: GIAC GCIH; GIAC
GICSP; GIAC GSLC
Academia: Dark & Davis, 2002

The ability to apply knowledge to
collect data on information
assurance and cybersecurity
occurrences and investigate digital
transmissions to regulate
incidents.
Possesses the knowledge to apply
the appropriate incident handling
techniques to recover
organizational data.
The ability to develop information
assurance and cybersecurity
incident management and
response policies.
The ability to lead and manage
information assurance and
cybersecurity incident response
teams.
Possesses knowledge of common
information assurance and
cybersecurity attacks and
incidents.
Possesses the appropriate skill set
to avoid, detect, and defend
against information assurance and
cybersecurity incidents.
The capacity to measure the
tangible and intangible damages
to organizational data.
Possesses the capability to react to
information assurance and
cybersecurity incidents while
considering internal and external
regulatory guidance.

Senior Level Access Control
Description
The ability to develop information
assurance and cybersecurity
incident management and
response policies.
Mid-level Access Control
Description
The ability to lead and manage
information assurance and
cybersecurity incident response
teams.
Possesses the knowledge to apply
the appropriate incident handling
techniques to recover
organizational data.
Entry Level Access Control
Description
Possesses the appropriate skill set
to avoid, detect, and defend
against information assurance and
cybersecurity incidents.
Possesses the capability to react to
information assurance and
cybersecurity incidents while
considering internal and external
regulatory guidance.
The ability to apply knowledge to
collect data on information
assurance and cybersecurity
occurrences and investigate digital
transmissions to regulate
incidents.
Possesses knowledge of common
information assurance and
cybersecurity attacks and
incidents.

Figure 15: Incident Management and Response Competency Description. This figure depicts the
common competencies from government, industry and academia that were used to formulate the
Incident Management and Response Competency Description.
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9. Information Security Training Education and Awareness
This competency description was formulated using concept information from the
government’s National Initiative for Cybersecurity Education (NICE) Knowledge Unit (KU)
map and the Department of Homeland Security(DHS) Essential Book of Knowledge (EBK).
In addition, these concepts were combined with one industry certification and one academia
curriculum development. The one certification that was used is the Global Information
Assurance Certification (GIAC) Security Leadership Certification (GSLC). For academia
inclusion elements from Harris & Patten (2015) Using Bloom's and Webb's taxonomies to
integrate emerging cybersecurity topics into a computing curriculum was utilized to formulate
the Information Security Training Education and Awareness Competency description. See
Figure 16 for detailed Information Security Training Education and Awareness Competency
descriptions for the senior, mid and entry level information assurance and cybersecurity
practitioners and professionals.
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9. Information Security Training
Education and Awareness
Competency Description

Highlights of Information
Assurance and Cybersecurity
Frameworks used to develop the
Information Security Training
Education and Awareness
Competency Description
Government: National Initiative
for Cybersecurity Education
Knowledge Unit Map;
Department of Homeland Security
(DHS) Essential Book of
Knowledge (EBK)
Industry: GIAC GSLC
Academia: Harris & Patten, 2015

The ability to apply knowledge to
create and develop innovative
organizational information
assurance and cybersecurity
training.
Possesses the knowledge to build
tools to effectively train the
organization on information
assurance and cybersecurity best
practices.
The ability to lead and manage
teams to implement information
assurance and cybersecurity
training.
The ability to communicate to
organizational leaders the
importance of enforcing
information assurance and
cybersecurity training.
The capacity to measure the
effectiveness of information
assurance and cybersecurity
training.
Possesses the capability to manage
teams that conduct information
assurance and cybersecurity
organizational training.
The ability to incorporate
knowledge from external entities
into the internal organization
information assurance and
cybersecurity training.

Senior Level Information Security
Training Education and
Awareness Competency
Description
The ability to apply knowledge to
create and develop innovative
organizational information
assurance and cybersecurity
training.
The ability to communicate to
organizational leaders the
importance of enforcing
information assurance and
cybersecurity training.
The ability to incorporate
knowledge from external entities
into the internal organization
information assurance and
cybersecurity training.
Mid-level Information Security
Training Education and
Awareness Competency
Description
The ability to lead and manage
teams to implement information
assurance and cybersecurity
training.
Possesses the capability to manage
teams that conduct information
assurance and cybersecurity
organizational training.
The capacity to measure the
effectiveness of information
assurance and cybersecurity
training.
Entry Level Information Security
Training Education and
Awareness Competency
Description
Possesses the knowledge to build
tools to effectively train the
organization on information
assurance and cybersecurity best
practices.

Figure 16: Information Security Training Education and Awareness Competency Description. This
figure depicts the common competencies from government, industry and academia that were used
to formulate the Information Security Training Education and Awareness Competency Description.
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10. Network Application Security and Telecommunications
This competency description was formulated using concept information from the
government’s National Initiative for Cybersecurity Education (NICE) Knowledge Unit (KU)
map and the Department of Homeland Security(DHS) Essential Book of Knowledge (EBK).
In addition, these concepts were combined with one industry certification and six academia
curriculum developments. The one certification that was used is the Global Information
Assurance Certification (GIAC) Security Leadership Certification (GSLC). For academia
inclusion elements from Andel and McDonald’s (2013) A systems approach to cyber assurance
education, Armstrong & Jayaratna’s (2002) Internet security management: A joint
postgraduate curriculum design, Crowley’s (2003) Information system security curricula
development, Dark & Davis (2002) Report on information assurance curriculum development,
Harris & Patten (2015) Using Bloom's and Webb's taxonomies to integrate emerging
cybersecurity topics into a computing curriculum and Hentea, Dhillon, H., & Dhillon, M.
(2006) Towards changes in information security education was utilized to formulate the
Network Application and Telecommunications Competency description. See Figure 17 for
detailed Network Application and Telecommunications Competency descriptions for the
senior, mid and entry level information assurance and cybersecurity practitioners and
professionals.
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10. Network Application Security
and Telecommunications
Competency Description
Highlights of Information
Assurance and Cybersecurity
Frameworks used to develop the
Network Application Security and
Telecommunications Competency
Description
Government: National Initiative
for Cybersecurity Education
Knowledge Unit Map
Industry: GIAC GSLC
Academia: Andel & McDonald,
2013; Armstrong & Jaraynta,
2002; Crowley, 2003; Dark &
Davis, 2002; Harris & Patten,
2015; Hentea & Dhillon, 2006

The ability to apply knowledge to
monitor and audit network traffic.
Possesses the knowledge to build a
secure network architecture.
Possess knowledge of protocols
and various network components.
Possess knowledge about wireless,
mobile, and cloud networking
technology risks.
The ability to conduct network
security traffic analysis and detect
intrusions.
The ability to conduct network
installation and maintenance.
The ability to lead and manage
information assurance and
cybersecurity network teams.
The capacity to measure the
overall effectiveness of
information assurance and
cybersecurity prevention,
detection, and mitigation tools.
Possesses the capability to manage
network protocols.

Senior Level Network Application
Security and Telecommunications
Competency Description
The capacity to measure the
overall effectiveness of
information assurance and
cybersecurity prevention,
detection, and mitigation tools.
Mid-level Network Application
Security and Telecommunications
Competency Description
Possesses the knowledge to build a
secure network architecture.
The ability to lead and manage
information assurance and
cybersecurity network teams.
Possesses the capability to manage
network protocols.
Entry Level Network Application
Security and Telecommunications
Competency Description
The ability to apply knowledge to
monitor and audit network traffic.
Possess knowledge of protocols
and various network components.
Possess knowledge about wireless,
mobile, and cloud networking
technology risks.
The ability to conduct network
security traffic analysis and detect
intrusions.
The ability to conduct network
installation and maintenance.

Figure 17: Network Application Security and Telecommunications Competency Description.
This figure depicts the common competencies from government, industry and academia that
were used to formulate the Network Application Security and Telecommunications Competency
Description.
11. Physical, Personnel and Environmental Security
This competency description was formulated using concept information from the
government’s Department of Homeland Security (DHS) Essential Body of Knowledge (EBK).
In addition, these concepts were combined with one industry certification and one academia
curriculum development.

The one industry certification that was used is the Global

Information Assurance Certification (GIAC) Security Leadership Certification (GSLC). For
academia inclusion elements from Theoharidou & Gritazalis (2007) Common body of
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knowledge for information security was utilized to formulate the Physical, Personnel, and
Environmental description. See Figure 18 for detailed Physical, Personnel, and Environmental
Competency descriptions for the senior, mid and entry level information assurance and
cybersecurity practitioners and professionals.

11. Physical, Personnel and
Environmental Competency
Description
Highlights of Information
Assurance and Cybersecurity
Frameworks used to develop the
Physical, Personnel and
Environmental Competency
Description
Government: Department of
Homeland Security (DHS)
Essential Book of Knowledge
(EBK)
Industry: GIAC GSLC
Academia: Theoharidou &
Gritazalis, 2007

The ability to apply knowledge to
protect the organizational
infrastructure from natural and
artificial hazards.
The ability to apply knowledge to
identify the appropriate protection
and monitoring security
mechanisms.
Possesses the knowledge to build
personnel physical and digital
access control rules, regulations,
and policies.
The ability to develop digital and
physical organizational security
goals and milestones.
The ability to control physical
access to digital equipment in
accordance with organizational
rules, regulations, and policies.
The ability to monitor and assess
physical security and update
processes and procedures as
necessary.

Senior Level Physical, Personnel
and Environmental Competency
Description
Possesses the knowledge to build
personnel physical and digital
access control rules, regulations,
and policies.
The ability to develop digital and
physical organizational security
goals and milestones.
Mid-level Physical, Personnel and
Environmental Competency
Description
The ability to apply knowledge to
protect the organizational
infrastructure from natural and
artificial hazards.
The ability to monitor and assess
physical security and update
processes and procedures as
necessary.
Entry Level Physical, Personnel
and Environmental Competency
Description
The ability to control physical
access to digital equipment in
accordance with organizational
rules, regulations, and policies.

Figure 18: Physical, Personnel and Environmental Competency Description. This figure depicts
the common competencies from government, industry and academia that were used to formulate
the Physical, Personnel and Environmental Competency Description.
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12. Program and Project Management
This competency description was formulated using concepts from the government’s
National Initiative for Cybersecurity Education (NICE) Knowledge Unit (KU) map. In
addition, these concepts were combined with three industry certifications and one academia
curriculum development. The three industry certifications that were utilized are Certified
Information Systems Security Professional (CISSP), Global Information Assurance
Certification (GIAC) Security Leadership Certification (GSLC), and the Certified Secure
Software Lifecycle Professional (CSSLP). For academia inclusion elements from Theoharidou
& Gritazalis (2007) Common body of knowledge for information security was utilized to
formulate the Program and Project Management Competency description. See Figure 19 for
detailed Program and Project Management Competency descriptions for the senior, mid and
entry level information assurance and cybersecurity practitioners and professionals.
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12. Program and Project
Management Competency
Description

Highlights of Information
Assurance and Cybersecurity
Frameworks used to develop the
Program and Project
Management Competency
Description
Government: National Initiative
for Cybersecurity Education
Knowledge Unit Map;
Department of Homeland Security
(DHS) Essential Book of
Knowledge (EBK)
Industry: CISSP; GIAC GSLC;
CSSLP
Academia: Theoharidou &
Gritazalis, 2007

The ability to apply knowledge to
improve organizational program
and project processes and
procedures.
The ability to apply knowledge to
evaluate projects to confirm that
information assurance and
cybersecurity mechanisms have
been implemented.
The ability to plan, implement,
assess, and report project scope.
The ability to communicate
information assurance and
cybersecurity issues with all
internal and external
stakeholders.
The capacity to measure all
information assurance and
cybersecurity project risks.
Possesses the capability to develop
information assurance and
cybersecurity requirements and
documentation.
The ability to analyze and validate
all external project vendors
information assurance and
cybersecurity processes and
procedures.

Senior Level Access Control
Description
The ability to plan, implement,
assess, and report project scope.
The ability to communicate
information assurance and
cybersecurity issues with all
internal and external
stakeholders.
The capacity to measure all
information assurance and
cybersecurity project risks.
The ability to apply knowledge to
improve organizational program
and project processes and
procedures.
Mid-level Access Control
Description
Possesses the capability to develop
information assurance and
cybersecurity requirements and
documentation.
The ability to apply knowledge to
evaluate projects to confirm that
information assurance and
cybersecurity mechanisms have
been implemented.
The ability to analyze and validate
all external project vendors
information assurance and
cybersecurity processes and
procedures.

Figure 19: Program and Project Management Competency Description. This figure depicts the
common competencies from government, industry and academia that were used to formulate the
Program and Project Management Competency Description.
13. Security Risk Management and Practices
This competency description was formulated using concepts from the government’s
National Initiative for Cybersecurity Education (NICE) Knowledge Unit (KU) map and the
Department of Homeland Security(DHS) Essential Book of Knowledge (EBK). In addition, these
concepts were combined with two industry certifications and five academia curriculum
developments. The two industry certifications that were utilized are Certified Information Systems
Security Professional (CISSP) and the Certified Secure Software Lifecycle Professional (CSSLP).
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For academia inclusion elements from Andel and McDonald’s (2013) A systems approach to cyber
assurance education, Armstrong & Jayaratna’s (2002) Internet security management: A joint
postgraduate curriculum design, Crowley’s (2003) Information system security curricula
development, Dark & Davis (2002) Report on information assurance curriculum development,
Harris & Patten (2015) Using Bloom's and Webb's taxonomies to integrate emerging cybersecurity
topics into a computing curriculum and McGettrick, Cassel, Dark, Hawthorne & Impagliazzo
(2014) Toward curricular guidelines for cybersecurity was utilized to formulate the Security Risk
Management and Practices Competency description. See Figure 20 for detailed Security Risk
Management and Practices Competency descriptions for the senior, mid and entry level
information assurance and cybersecurity practitioners and professionals.
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13. Security Risk Management
and Practices Competency
Description

Highlights of Information
Assurance and Cybersecurity
Frameworks used to develop the
Security Risk Management and
Practices Competency Description
Government: National Initiative
for Cybersecurity Education
Knowledge Unit Map;
Department of Homeland Security
(DHS) Essential Book of
Knowledge (EBK)
Industry: CISSP; CSSLP
Academia: Andel & McDonald,
2013; Armstrong & Jaraynta,
2002; Dark & Davis, 2002; Harris
& Patten, 2015; McGettrick,
Cassel & Dark, 2014

The ability to apply knowledge to
detect, analyze and mitigate
information assurance and
cybersecurity threats and hazards.
Possesses the knowledge to build
information assurance and
cybersecurity assessment plans,
testing, analysis, and certification.
The ability to develop and manage
information assurance and
cybersecurity incident proposals
and strategies.
The ability to lead and manage
disaster and recovery teams.
The ability to communicate
information assurance and
cybersecurity disaster recovery
strategies to internal and external
organizational stakeholders.
The capacity to measure the
effectiveness of information
assurance and cybersecurity
disaster and incident plans.
Possesses the ability to install and
maintain information assurance
and cybersecurity monitoring logs
and audits.
The ability to perform the
appropriate countermeasures to
protect organizational digital data.

Senior Level Access Control
Description
Possesses the knowledge to build
information assurance and
cybersecurity assessment plans,
testing, analysis, and certification.
The ability to develop and manage
information assurance and
cybersecurity incident proposals
and strategies.
The ability to communicate
information assurance and
cybersecurity disaster recovery
strategies to internal and external
organizational stakeholders.
The capacity to measure the
effectiveness of information
assurance and cybersecurity
disaster and incident plans.
Mid-level Access Control
Description
The ability to lead and manage
disaster and recovery teams.
Entry Level Access Control
Description
The ability to apply knowledge to
detect, analyze and mitigate
information assurance and
cybersecurity threats and hazards.
Possesses the ability to install and
maintain information assurance
and cybersecurity monitoring logs
and audits.
The ability to perform the
appropriate countermeasures to
protect organizational digital data

Figure 20: Security Risk Management and Practices Competency Description. This figure
depicts the common competencies from government, industry and academia that were used to
formulate the Security Risk Management and Practices Competency Description.
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14. Security Systems Design Architecture and Models
This competency description was formulated using concept information from the
government’s National Initiative for Cybersecurity Education (NICE) Knowledge Unit (KU)
map and the Department of Defense Homeland Security (DHS) Essential Book of Knowledge
(EBK). In addition, these concepts were combined with three industry certifications and two
academia curriculum developments. The three industry certifications that were utilized are
Certified Information Systems Security Professional (CISSP)-Information Systems Security
Architecture Professional (ISSAP), Certified Secure Software Lifecycle Professional (CSSLP),
and the Global Information Assurance Certification (GIAC) Security Leadership Certification
(GSLC). For academia inclusion elements from Harris & Patten (2015) Using Bloom's and
Webb's taxonomies to integrate emerging cybersecurity topics into a computing curriculum
and Theoharidou & Gritazalis (2007) Common body of knowledge for information security
and was utilized to formulate the Security Systems Design Architecture and Model’s
Competency description. See Figure 21 for detailed Security Systems Design Architecture and
Model’s Competency descriptions for the senior, mid and entry level information assurance
and cybersecurity practitioners and professionals.
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14. Security Systems Design
Architecture & Models
Competency Description

Highlights of Information
Assurance and Cybersecurity
Frameworks used to develop the
Security Systems Design
Architecture and Models
Competency Description
Government: National Initiative
for Cybersecurity Education
Knowledge Unit Map;
Department of Homeland Security
(DHS) Essential Book of
Knowledge (EBK)
Industry: CISSP-ISSAP; CSSLP;
GIAC GSLC
Academia: Harris & Patten, 2015;
Theoharidou & Gritazalis, 2007

The ability to apply knowledge to
develop a secure systems
architecture model using a layered
defense design model and
authorization access rules.
Possesses the knowledge to create
a security architecture that aligns
with organizational operations.
The ability to analyze and validate
the appropriate security systems
architecture methodology.
The ability to lead and manage
security systems design and
architecture teams.
The ability to communicate
security systems design and
architecture models planning and
policies with organizational
leaders.
The capacity to measure the
effectiveness of security systems
design and architecture models.
The ability to incorporate the most
suitable network security
architecture theories, standards,
and protocols to design, monitor
and assess the organization’s
security system model.
The ability to perform the
appropriate tasks to design the
security systems architecture
modeling.
The ability to conduct information
assurance and cybersecurity risk
assessment on the organizational
infrastructure.
Possesses the skills and knowledge
to build a secure digital
infrastructure in the cloud and the
Internet of Things (IoT)
environment.

Senior Level Access Control
Description
Possesses the knowledge to create
a security architecture that aligns
with organizational operations.
The ability to communicate
security systems design and
architecture models planning and
policies with organizational
leaders.
The ability to conduct information
assurance and cybersecurity risk
assessment on the organizational
infrastructure.
Mid-level Access Control
Description
The ability to analyze and validate
the appropriate security systems
architecture methodology.
The ability to lead and manage
security systems design and
architecture teams.
The capacity to measure the
effectiveness of security systems
design and architecture models.
Entry Level Access Control
Description
The ability to apply knowledge to
develop a secure systems
architecture model using a layered
defense design model and
authorization access rules.
The ability to incorporate the most
suitable network security
architecture theories, standards,
and protocols to design, monitor
and assess the organization’s
security system model.
The ability to perform the
appropriate tasks to design the
security systems architecture
modeling.
Possesses the skills and knowledge
to build a secure digital
infrastructure in the cloud and the
Internet of Things (IoT)
environment.

Figure 21: Security Systems Design Architecture and Models Competency Description. This
figure depicts the common competencies from government, industry and academia that were
used to formulate the Security Risk Management and Practices Competency Description.
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2.11 Summary
This chapter explained the significance and need for identifying three comprehensive
competency lists for three levels of information assurance and cybersecurity practitioners. In
addition, this chapter described the increasing sophistication of cybersecurity threats and provided
a brief historical overview of cyber-attacks. As well as presented the reader with numerous models,
concepts, skills, knowledge, and competencies formulated from the government, industry, and
academia realms. Finally, 14 core information assurance and cybersecurity competencies were
identified and defined.
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METHODOLOGY

3.1

Hypothesis

Although, research exists on studies that have been conducted to identify information
assurance and cybersecurity skills, knowledge, concepts, and curriculum. However, most models
consider the training and education for this field from a single specific angle: operational, strategic,
or technical. There is not much research that exists that combines the most important core
competencies from government, industry and academia to synthesize training and education for
information assurance and cybersecurity practitioners. Based on previous research the following
hypotheses were developed:
H1: There is a relationship between information assurance and cybersecurity competencies
amongst government, industry, and academia practitioners.
H2: There is a relationship between information assurance and cybersecurity competencies
amongst senior level practitioners in government, industry, and academia.
H3: There is a relationship between information assurance and cybersecurity competencies
amongst mid-level practitioners in government, industry, and academia.
H4: There is a relationship between information assurance and cybersecurity competencies
amongst entry level practitioners in government, industry, and academia.

3.2

Survey Design

The survey was designed using Qualtrics a survey tool that is free to use for Purdue students,
faculty, and staff to facilitate research. Qualtrics is a web-based survey creation, collection, and
analysis software tool. The main portion of the survey was a table that listed the 14 core
competencies that were identified through the researcher’s literature review. The survey was
designed to reveal the information assurance and cybersecurity competencies that span across
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government, industry, and academia for three-level of cybersecurity practitioners at the senior, mid
and entry levels.
The survey was anonymous and consisted of a few short answer demographic questions.
The participants were provided with definitions for each level of practitioner and a table with 14
competency descriptions was provided to participants. Participants were asked to rank the
importance of each competency with a rating of 1 to 4. 1 means unimportant, 2 means marginally
important, 3 means important and 4 means unimportant. Finally, the participants were asked an
open-ended question to that allowed participants to list additional competencies based off personal
opinions and experience.

3.3

Sample

The target audience for participation was information assurance and cybersecurity
practitioners in government, industry, and academia at the senior, mid, and entry level. The survey
participants were carefully selected. To obtain the opinions of the government the survey was
distributed to the United States Army Information Technology and Security community and the
Department of Homeland Security (DHS) Office of Technology. To gain insight from the
academia community the survey was distributed to the Purdue community and affiliates of the
Center for Education and Research in Information Assurance and Security (CERIAS) and the
Department of Computer and Information Technology. For input from the industry the following
Information Assurance and Security departments of the following companies received the survey:
Lockheed Martin Cybersecurity, Cook Medical, RSA Security, LLC., Dell, Cisco, SAP Software
Solutions, and Business Applications and Technology.
The Qualtrics survey was distributed through email by sending a link to survey participants.
The Qualtrics survey began with a consent form. After the participant agreed to participate in the
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survey the next screen opened with a few demographic questions.

Next the survey gave

participants the definitions for each level. After the participants chose the level. The next screen
listed brief descriptions for each competency. The participants utilized a four-point Likert scale
to rate the importance of each competency. The participants were asked to complete the table
below, indicating the importance of each competency for cyber security practitioners. 1 is
considered unimportant, 2 is considered marginally important, 3 is considered important and 4 is
considered very important. The last open-ended question asked participants to suggest any other
relevant competencies or additional input to the competency list (Rainsbury, Hodges, Burchell &
Lay, 2002).

3.4

Framework

The review of literature revealed a need for a competency model that consolidates
government, industry, and academia knowledge to produce information assurance and
cybersecurity practitioners at a more efficient rate. The shortage of these practitioners’ span across
all industries and international borders. Therefore, the necessity to formulate information
assurance and cybersecurity competencies from the government, industry, and academia that can
be applied across all affiliations is valid.
This research is reviewed historical skills, knowledge, abilities, models, frameworks, and
bodies of knowledge for information assurance and cybersecurity education and profession. This
review was consolidated into three competency lists for senior, mid and entry levels for
information assurance and cybersecurity practitioners. This research reviewed the most effective
commonalities of historical research conducted to formulate a core competency list for senior, mid,
and entry level information assurance and cybersecurity practitioners.
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The author will formulate three information assurance and cybersecurity competency lists
for three levels of practitioners.

These competency lists will be digitally distributed to

cybersecurity professionals and practitioners using a Qualtrics survey.

The survey will be

distributed over three iterations using the Delphi method. The practitioners will validate the
reliability of the competency lists utilizing a Likert scale. The author will adjust the lists based off
the recommendations and feedback from the survey results.

3.5

Researcher Bias

To ensure that the research is valid the effects of the author’s bias will be discussed in this
section. The author is pursuing a master’s degree in Computer and Information Technology. The
initial inspiration for this research is driven by the researcher’s committee and the researcher’s
next occupational assignment. The researcher has served over 20 years in the active duty United
States Army, so the cultural aspects of the military may influence the researchers’ ideas and views.

3.6

Methodology of the Review

This review of literature utilized historical programs and research compiled from academia,
government, and industry to formulate three recommended competency lists for cybersecurity
practitioners. The focus was civilian certifications, the Department of Defense’s standards, and a
compilation of various universities undergraduate and graduate level degree programs. The author
researched and studied models, concepts, skills, knowledge, and competency lists from academia,
government, and industry. Each framework was examined for the following: appropriateness for
the intended audience, overall goals, positives, benefits, negatives, and downfalls.
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3.7

Summary

This chapter explained the methodology, framework, researcher bias, methodology of the
review, sample population, instrumentation, and the data analysis strategy.
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CHAPTER 4

ANALYSIS AND RESULTS

4.1 Statistical Analysis
The data for all affiliations and levels was analyzed using the Levene’s Test of
Homogeneity of Variances, the Analysis of Variance (ANOVA) Test, or the Welch. The post hoc
tests utilized were the Games-Howell and Gabriel. Participants were asked a set of demographic
questions, the level of the participant, and the to rate the importance for all 14 identified
competencies. The data collected did not yield enough participation from industry and academia
practitioners.

Therefore, no correlation test could be performed.

However, government

participation generated sufficient data and the relationship between the government entry, mid and
senior levels was analyzed.

4.7 Descriptives
The data was analyzed using SPSS a statistical software package available to Purdue
faculty, staff, and students. There were 130 responses. However, only 101 of the responses
were valid to include for data analysis. There were 27 responses deleted because these
participants did not fill out the competency table and 2 responses were deleted because the
participants declined to respond. Overall there were 61 government participants, 27 industry
participants, and 13 academia participants. Two participants declined to answer the question
about affiliation. There were 16 entry level participants, 45 mid-level participants and 38 senior
level participants. Three individuals declined to respond to the question about level.
As shown in table 4.1 most of the participants were males (n = 101, 83%) that are
government (n = 50, 82%) employees. Over half of the participants (n = 54, 52%) have a
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master’s degree. Most of the information assurance and cybersecurity practitioner’s participants
were mid-level (n = 145, 45%) and over the age of 40 (n = 41, 40%).
Table 1: Demographics of Information Assurance and Cybersecurity Practitioners

Variable
Age

Gender

Level of Education

Level

18-25
26-30
31-40
> 40
Male
Female
Decline
No college
Some college
Associates degree
Bachelor’s degree
Master’s degree/JD
PhD
Entry level
Mid-level
Senior level
Decline

Government
(n = 61)

Industry
(n = 27)

Academia
(n = 13)

Total
(n = 101)

3 (5%)

2 (7%)

5 (38%)

10 (10%)

2 (15%)
0 (0%)
6 (46%)
9 (69%)
4 (31%)
0 (0%)
0 (0%)
2 (15%)
1 (8%)
3 (24%)
5 (38%)
2 (15%)
5 (38%)
5 (38%)
3 (23%)
0 (0%)

17 (17%)
33 (33%)
41 (40%)
84 (83%)
16 (16%)
1 (1%)
3 (3%)
6 (6%)
1 (1%)
33 (33%)
54 (52%)
4 (4%)
16 (16%)
45 (45%)
38 (38%)
2 (1%)

13 (21%)
28 (46%)
17 (28%)
50 (82%)
10 (16%)
1 (2%)
1 (2%)
2 (3%)
0 (0%)
22 (36%)
34 (56%)
2 (3%)
10 (16%)
34 (56%)
16 (26%)
1 (2%)

2 (7%)
5 (19%)
18 (67%)
25 (93%)
2 (7%)
0 (0%)
2 (7%)
2 (7%)
0 (0%)
8 (30%)
15 (56%)
0 (0%)
1 (4%)
6 (22%)
19 (70%)
1 (4%)

4.8 Results
The differences between the three affiliations was analyzed using a one-way Analysis of
Variance (ANOVA) test, or the Welch’s Robust Test of Equality of Means was utilized for the
Analysis of Variance (ANOVA) test if the variances were unequal (Field, 2013). There was one
significant finding for the Physical, Personnel and Environmental Competency. The assumption
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of homogeneity of variance was met for the Physical, Personnel, and Environmental
Competency.
However, the ANOVA test revealed a significant difference of opinion between groups
F(2, 98) = 3.93, p < .05. The Gabriel post hoc test revealed a significant difference p < .05 on
the importance of the Physical, Personnel, and Environmental Competency between the
government and industry practitioners. The government and academia information assurance
and cybersecurity practitioners rated the importance of this competency higher than the industry
practitioners.

4.9 Summary of Importance of Information Assurance and Cybersecurity Competencies
across Government Levels

There were several significant findings for the competencies amongst the government
entry, mid, and senior levels to include: Access Control, Business Fundamentals, Cryptography,
Digital and Computer Forensics and Incident Management and Response. The differences of
opinions for the senior, mid and entry level government information assurance and cybersecurity
practitioners was examined. Due to a violation of homogeneity of variance for the Access
Control Competency, A Welch’s Robust Test of Equality of Means was utilized for the Analysis
of Variance (ANOVA) test (Field, 2013). However, this test was unable to yield any results
because the (M = 4.00, SD = 0.0). Therefore, there was no variance to test.
The ANOVA test and the post-hoc Gabriel test was cautiously examined to interpret the
results. The ANOVA analysis revealed that there was a significant difference F(2, 53) = 5.08,
p < .05. The Gabriel post hoc procedure revealed the specific differences among the groups. The
government entry level and senior level practitioners revealed a significant difference p < .05 on
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the importance of the Access Control Competency. In addition, the government mid and senior
level practitioners revealed a significant difference p < .05 on the importance of the Access
Control Competency. The government entry and mid-level information assurance and
cybersecurity practitioners rated the importance of this competency higher than the government
senior level practitioners.
The Business Fundamentals Competency ANOVA test revealed marginally significant
results F(2, 53) = 2.90, p < .10. The post hoc Gabriel test did not reveal any significant
differences p >.05. The Cryptography Competency ANOVA test revealed a significant F(2, 53)
= 3.12, p < .05 difference. The post hoc Gabriel test revealed a marginally significant difference
p < .10 between the government entry and senior level. The government entry level practitioners
rated the importance of the Cryptography Competency higher than the senior level.
The Digital and Computer Forensics Competency results from the ANOVA test F(2, 53)
= 3.04, p < .05 revealed a significant difference among groups. The Gabriel post hoc test
revealed a significant difference p < .05 of importance for this competency between the
government entry and mid-level. The entry level information assurance and cybersecurity
practitioners rated the Digital and Computer Forensics Competency more important than the mid
and senior levels.
Due to a violation of homogeneity of variance for the Incident Management and
Response Competency a Welch’s Robust Test of Equality of Means was utilized for the Analysis
of Variance (ANOVA) test (Field, 2013). However, this test was unable to be utilized because
the (M = 4.00, SD = 0.0). Therefore, an analysis could not be conducted because there was no
variance to test. The ANOVA analysis and the post hoc Games Howell test was cautiously
examined to identify the differences. The ANOVA test revealed marginally significant results
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F(2, 53) = 2.83, p < .10. The Games Howell post hoc tests revealed significant differences p
< .05 between the government entry and mid-levels.
As shown in Table 4.2 the most important competencies identified by the government (M
= 3.82, SD = .53), industry (M = 3.89, SD = .42), and academia (M = 3.92, SD = .28) was Access
Control (M = 3.85, SD = .48). The least important competencies identified by all affiliations was
Acquisition and Procurement (M = 2.75, SD = .82) and Business Fundamentals (M = 2.75, SD
= .84).
Table 2: Competency Mean Ratings for all Information Assurance and Cybersecurity Practitioners
One-way ANOVA
Descriptives

Access Control

Acquisition and Procurement

Business Fundamentals

Business Continuity Planning

Cryptography

Digital and Computer Forensics

Government
Industry
Academia
Total
Government
Industry
Academia
Total
Government
Industry
Academia
Total
Government
Industry
Academia
Total
Government
Industry
Academia
Total
Government

N

Mean (Standard
Deviation)

61
27
13
101
61
27
13
101
61
27
13
101
61
27
13
101
60
27
13
100
61

3.82 (0.533)
3.89 (0.424)
3.92 (0.277)
3.85 (0.477)
2.79 (0.777)
2.70 (0.953)
2.69 (0.751)
2.75 (0.817)
2.75 (0.830)
2.81 (0.879)
2.62 (0.870)
2.75 (0.841)
3.38 (0.799)
3.19 (0.834)
3.31 (0.630)
3.32 (0.787)
3.22 (0.846)
3.22 (0.801)
3.15 (0.899)
3.21 (0.832)
3.07 (0.834)
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Ethics, Law and Policy

Incident Management and
Response
Information Security Training
Education and Awareness

Network Application Security and
Telecommunications
Physical, Personnel and
Environmental

Program and Project Management

Security Risk Management and
Practices
Security Systems Design
Architecture and Models

Industry
Academia
Total
Government
Industry
Academia
Total
Government
Industry
Academia
Total
Government
Industry
Academia
Total
Government
Industry
Academia
Total
Government
Industry
Academia
Total
Government
Industry
Academia
Total
Government
Industry
Academia
Total
Government
Industry
Academia
Total

27
13
101
61
27
13
101
60
27
13
100
60
26
13
99
61
27
13
101
61
27
13
101
61
26
13
100
60
27
13
100
60
27
13
100

3.37 (0.742)
3.08 (0.760)
3.15 (0.805)
3.44 (0.696)
3.19 (0.736)
3.62 (0.506)
3.40 (0.694)
3.72 (0.585)
3.89 (0.320)
3.85 (0.376)
3.78 (0.504)
3.55 (0.675)
3.42 (0.643)
3.23 (0.832)
3.47 (0.690)
3.56 (0.671)
3.63 (0.492)
3.38 (0.768)
3.55 (0.640)
3.18 (0.904)
2.67 (1.000)
3.38 (0.650)
3.07 (0.930)
3.05 (0.762)
3.04 (0.824)
2.77 (0.725)
3.01 (0.772)
3.73 (0.548)
3.74 (0.447)
3.69 (0.480)
3.73 (0.510)
3.55 (0.675)
3.59 (0.572)
3.77 (0.439)
3.59 (0.621)

115
4.10 Evaluation of Open-Ended Question
Out of the 103 valid responses only 27 individuals added additional competencies that
should have been considered for the list. Some of the commonalities that were mentioned by more
than one respondent included: cybersecurity analytics, privacy, and hacking techniques.
Due to the brevity of the survey some of the concepts mentioned by respondents were addressed
in the thesis. These included incident response, information assurance and cybersecurity education,
and risk management.
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CHAPTER 5 CONCLUSIONS, RECOMMENDATIONS, AND FUTURE
WORK

Cybersecurity will continue to threaten individuals and organizations internationally. To
be able to protect the Personal Identity Information (PII), Intellectual Property (IP) and
organizational trademarks requires more cybersecurity practitioners. To grow individuals in this
profession requires the identification of core competencies that span across government, industry,
and academia at all levels.
This research developed definitions for three levels of information assurance and
cybersecurity practitioners that can be utilized by government, industry, and academia. In addition,
this research developed entry, mid and senior level definitions for information assurance and
cybersecurity practitioners for government, industry, and academia. As wells as identified 14 core
competencies for information assurance and cybersecurity practitioners and defined descriptions
for 14 information assurance and cybersecurity competencies.
Moreover, the survey data gained insight on the importance of each identified competency
within the information assurance and cybersecurity community amongst government, industry,
and academia practitioners. The survey data reveals that there are few differing opinions for the
identified 14 core competencies amongst the government, industry, and academia.
This research identified core critical information assurance and cybersecurity
competencies and proved that there is a relationship among the core information assurance and
cybersecurity practitioners that span across the government, industry, and academia affiliations.
The government, industry and academia practitioners could use this list as a starting point for
creating standardized curriculum and training for all professionals regardless of affiliation.
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Moreover, the total mean values for the importance of the competencies remain consistent
across affiliations and levels. The most important identified competencies that spanned across all
affiliations and levels were Access Control, Incident Management and Response, Security Risk
Management and Practices, and Security Systems Design Architecture and Models.
The competencies that received the highest ratings were more technical in nature. There
is a lot of data that focuses on the importance of the Access Control Competency. The Information
Assurance Technical Level (IAT) I personnel for the Department of Defense must have the ability
to develop and implement access control lists on networked devices. Many academic researchers
and industry certifications also believe knowledge in this area is very important (Crowley, 2003;
Andel & McDonald, 2013; Bacon & Tikekar, 2003; Bishop & Frincke, 2007; Bogolea &
Wijekumar, 2004; Cisco CCNP, 2017; Crowley, 2003; Fung, Farn & Lin, 2003; GIAC GCIH,
2017; GIAC GICSP, 2017; GIAC GSEC, 2017; Harris & Patten, 2015). There were many
significant findings in the research for the Incident Management and Response Competency across
affiliations and the government levels. This competency failed the test of homogeneity for
affiliations indicating there was significant variance of the importance of this competency. The
government entry and mid-level information and cybersecurity practitioners significantly
disagreed on the importance of this topic p=.02.
The Security Risk Management and Practices Competency is a very broad competency that
could contain many subcategories. The literature review identified multiple government, industry
and academia content that highlighted the importance of security risk management components.
To be employed as an Information Assurance Manager at Level III an individual must possess the
ability to assess security risk while addressing economic concerns.

Numerous industry

certifications and academic researchers recognize the necessity of this competency (Apollo
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Education Group Enterprise Security Competency Model, 2015; Armstrong & Jayaratna, 2002;
Bogolea & Wijekumar, 2004, CISSP, 2017; Crowley, 2003; DHS EBK, 2008; DOL, 2014; GIAC
GCED, 2017; GIAC GSEC, 2017).
The Security Systems Design and Models Competency could possess technical and
business security requirements. For consideration to be employed as an Information Assurance
System Architect and Engineer (IASAE) III for the Department of Defense one must possess the
ability to develop, design, and implement secure infrastructures.
The fact that most of the most non-technical competencies received the lowest importance
rating reveals the need for a cultural change in this discipline. This is evidence that the information
assurance and cybersecurity practitioners prefer reactionary techniques versus creating policies,
procedures, and tools to make these professionals more proactive. Andel and McDonald (2013)
highlighted the importance of cybersecurity personnel being able to forsee and predict future
information security issues.
Furthermore, the least important were Acquisition and Procurement, Business
Fundamentals and Program and Project Management.

The information assurance and

cybersecurity participants rated the Acquisition and Procurement very low. However, practitioners
at the mid and senior levels should consider this competency’s importance because the ability to
apply security knowledge to analyze third party vendors acquisition processes and products is
essential to ensuring organizational security. To be employed as an Information Assurance System
Architect and Engineer (IASAE) III for the Department of Defense requires knowledge on how to
support managers with knowledge on how to procure secure third-party products and services.
The Department of Homeland Security (DHS) Essential Book of Knowledge (EBK) highlights the
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importance of security professionals having the ability to create security requirements for all
managers in procuring infrastructures and tools.
During the literature review many historical studies reveal the importance of strategic and
project management. The Department of Homeland Security recognizes the necessity of a Chief
Information Security Officer (CISO) having the ability to align security concerns with
organizational strategy. Hentena and Dhillon (2006) state that all cybersecurity managers should
possess the ability to be responsible for planning enterprise wide security operations.
Cybersecurity practitioners must have the ability to communicate the Return on Investment (ROI)
for planning, implementing, and procuring information security products and services (Harris &
Patten, 2015). The industry’s focus is on many technical competency parameters but the Certified
Information Systems Security Professional (CISSP) exam has several domains that focus on nontechnical attributes to include: business continuity planning, disaster recovery planning,
information security governance, and risk management.
Moreover, the Department of Homeland Security has a job title of Procurement
Professional that focuses specifically on being knowledgeable about purchasing and negotiating
services to ensure security requirements are considered when purchasing services or products.
Also, the Business Fundamentals Competency highlights the importance of possessing the ability
to communicate the Net Present Value (NPV), Internal Rate of Return (IRR), and Return on
Investment (ROI) for security mechanisms to secure the necessary monetary support for security
operations.
Additionally, the concept of the Program and Project Management Competency enables
practitioners to apply knowledge to evaluate projects to confirm that information assurance and
cybersecurity mechanisms have been implemented. As well as enables individuals to plan,
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implement, assess, and report project scope. In addition to being able to communicate information
assurance and cybersecurity issues with all internal and external stakeholders.
The information assurance and cybersecurity industry practitioners rated the importance of
Physical, Personnel and Environmental Competency very low. This is an alarming discovery
because physical security is the first line of defense.

The Global Information Assurance

Certification (GIAC) Security Leadership Certification (GSLC) has a knowledge domain that tests
the certification competency of managing physical security. The Department of Homeland
Security (DHS) Essential Book of Knowledge (EBK) has a job description for a Physical Security
Professional that stresses the importance of protecting physical assets from natural and
environmental hazards. Crowley’s (2003) Information System Security Curricula Development
reveals that low-level, managers and planners in information security requires knowledge of
personnel management. Bishop & Frincke (2007) Common Body of Knowledge for Information
Security highlights the importance of physical security controls.
In addition, many of the models, concepts, frameworks, and curriculums created believe
that cybersecurity training and education must be multi-disciplinary. Information assurance and
cybersecurity is a multidisciplinary field that requires non-technical knowledge and skills. Dark
and Davis (2002) recognized this importance and highlighted that cybersecurity involves
components of psychology, sociology, political science, law, and management.
Furthermore, creating cybersecurity policy and government will become more important
as this world continues to synthesize the digital and physical world. Cybersecurity personnel at
all levels need to be prepared to develop, create, update, and enforce cybersecurity policy and
governance. This is going to become one of the most critical skills needed at all levels regardless
of affiliations.
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Furthermore, to prepare for the future of cybersecurity threats. Cybersecurity practitioners
must begin to prepare for the Internet of Things (IoT) environments and landscapes. Almost none
of the literature review addresses cybersecurity competencies for the IoT ecosystem. Although
most frameworks, models and curriculum developments are adequate and can be tailored to
establish secure practices, policies, and procedures in securing the IoTs. However, many lack a
holistic and future approaches for securing the IoTs devices and environments. Many of these
developments lacked descriptions of a competency list of what IoT security and Cloud security
entail.
For instance, many security professionals believe that knowledge on protocols is
necessitated to secure each layer of an IoT network. A newly formulated strategy for securing an
IPv6-based wireless sensor network introduces securing this type of network at various protocol
levels. This model starts secure policies and procedures at the physical level and then climbs
through the routing and user datagram protocol and ends at the transmission control protocol layer
(Grgic, Zagar & Krizanovic, 2013). For instance, many security professionals believe that
knowledge on protocols is necessitated to secure each layer of an IoT network. A newly
formulated strategy for securing an IPv6-based wireless sensor network introduces securing this
type of network at various protocol levels. This model starts secure policies and procedures at the
physical level and then climbs through the routing and user datagram protocol and ends at the
transmission control protocol layer (Grgic, Zagar & Krizanovic, 2013).
In addition, a survey on the IoT architecture reveals that a basic understanding of an IoT
structural design should be understood before implementing security practices. This article
divides IoT ecosystems into five layers: “business, application, middleware, network and
perception layers” (Kraijak & Tuwanut, 2015, p.27). These proceedings highlight common IoT
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protocols such as “MQTT (Message Queue Telemetry Transport) and CoAP (Constraint
Application Protocol)” (Kraijak & Tuwanut, 2015). MQTT allows messages to be delivered
from one node to multiple nodes utilizing three different message qualities. CoAP works well in
restricted environments and allows machines to interact between nodes.
As well as highlighting the necessity to understand the unique networking and protocol
exchanges between nodes in IoT environments. Security professionals should understand the
multiple communication protocols employed in the IoT. Although, these protocols are not
mentioned about competency. The IoT environment introduces many new technologies that
legacy security professionals may be unfamiliar with such as Near Field Communication (NFC),
Low-Power, Wide-Area Networks (LoRaWAN), Z-Wave, Bluetooth Low Energy (BLE), Thread
and ZigBee (Moinuddin, Srikantha, Lokesh, & Narayana, 2017). Finally, a thorough
understanding of IoT basic devices, protocols and environments must be understood prior to
implementing the appropriate security design.
This research aimed to identify a broad list of competencies that could be used to design
training, curriculum and certification courses for information assurance and cybersecurity
practitioners. Since the survey data revealed that there are few differing opinions for core
information assurance and cybersecurity competencies amongst the government, industry, and
academia this proves that with planning and collaboration more specific information security
training could be implemented across all affiliations. Furthermore, this list could be a starting point
for building more specific training for Cyber Forensics specialists, Project Managers, or
Cybersecurity Incident Responders. Finally, this list is not all encompassing but could be a starting
point for designing cybersecurity curriculum and certification training.
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APPENDIX A. SURVEY

The following eight pages contain the survey instrument utilized in this research.
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